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[bookmark: _Toc520015982][bookmark: _Toc383782714][bookmark: _Toc377389451][bookmark: _Toc355976026]This document provides guidance and requirements for making significant changes to a Cloud Service Offering (CSO) in support of maintaining a Federal Risk and Authorization Management Program (FedRAMP) Authorization to Operate (ATO) or Provisional Authorization to Operate (P-ATO).
This document is not a FedRAMP template – there is nothing to fill out in this document.
This document uses the term authorizing official (AO). For systems with a Joint Authorization Board (JAB) P-ATO, AO refers primarily to the JAB unless this document explicitly says Agency AO. For systems with a FedRAMP Agency authorization to operate (ATO), AO refers to each leveraging Agency’s AO.

[bookmark: _Toc522716256][bookmark: _Toc522538757]Who should use this document?
[bookmark: _Toc520015983][bookmark: _Toc383782716][bookmark: _Toc383689499]This document is intended to be used by Cloud Service Providers (CSPs), Third Party Assessor Organizations (3PAOs), government contractors working on FedRAMP projects, and government employees working on FedRAMP projects.

[bookmark: _Toc522716257][bookmark: _Toc522538758]How to contact us
Questions about FedRAMP or this document may be directed to info@fedramp.gov. 
For more information about FedRAMP, visit the website at https://www.fedramp.gov.
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[bookmark: _Toc522716258][bookmark: _Toc522538759]Introduction
After a CSP obtains a FedRAMP ATO or P-ATO for its service offering, the next phase is the continuous monitoring (ConMon) of the system security controls. Continuous monitoring includes “documenting changes to the system or environment of operation, conducting security impact analyses of the associated changes, and reporting the security state of the system to appropriate organizational officials.”[footnoteRef:2] [2:  National Institute of Standards and Technology (NIST) Special Publication (SP) 800-37, Revision 1, Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach, Chapter2, Section 2.1, Page 8] 

CSPs may need to make changes to their cloud services from time to time. FedRAMP may consider certain changes “significant.” A significant change is one that is likely to affect the security state of the information system[footnoteRef:3], a security state that formed the basis of the AO’s decision to issue the authorization to the cloud service. As one of the minimum requirements to ensure the cloud service authorization remains in good-standing, the P-ATO letter states that the “CSP identifies and manages significant changes … in accordance with applicable Federal law, guidelines, and policies.” [3:  National Institute of Standards and Technology (NIST) Special Publication (SP) 800-37, Revision 1, Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach) , Appendix F, Section F.6, Page F-8] 

FedRAMP complies with National Institute of Standards and Technology (NIST) standards and guidance. With respect to significant changes, it follows NIST Special Publication (SP) 800-37 and NIST SP 800-137. In accordance with these standards and guidance, additional program-specific guidance, requirements, and procedures are provided in this document to aide AOs, CSPs and 3PAOs when addressing significant changes.
[bookmark: _Toc478590905][bookmark: _Toc506387228][bookmark: _Toc522001759][bookmark: _Toc522716259][bookmark: _Toc522538760]Purpose
This publicly available document defines the FedRAMP policies and procedures for making significant changes. It provides requirements, guidance, and actions the FedRAMP PMO, AO, CSP, and 3PAO will take when a CSP wishes to make a significant change to its provisionally authorized cloud service.
[bookmark: _Toc521055153][bookmark: _Toc522001760][bookmark: _Toc478590906][bookmark: _Toc495045726][bookmark: _Toc506387229][bookmark: _Toc522716260][bookmark: _Toc522538761]Scope
This document specifically addresses significant changes of cloud services that were granted a FedRAMP P-ATO. It expands on Section 3.2 of FedRAMP Continuous Monitoring Strategy & Guide (Version 3.0, January 31, 2018). Agencies and CSPs with exclusively agency authorizations are welcome to use this guidance. In addition, this document addresses system changes that are considered significant or in the process of being confirmed as significant. Guidance on what types of changes may be considered significant is described in Section 2, Determining Significant and Minor Changes.
[bookmark: _Toc521055154][bookmark: _Toc521055183][bookmark: _Toc521055803][bookmark: _Toc521057501][bookmark: _Toc521057604][bookmark: _Toc521057743][bookmark: _Toc521057837][bookmark: _Toc521407758][bookmark: _Toc521407825][bookmark: _Toc521412511][bookmark: _Toc521412667][bookmark: _Toc521412913][bookmark: _Toc521413199][bookmark: _Toc521413751][bookmark: _Toc478590907][bookmark: _Toc506387230][bookmark: _Toc522001761][bookmark: _Toc522716261][bookmark: _Toc522538762]Roles and Responsibilities
Table 11 describes the roles and responsibilities of participants in the significant change process.
[bookmark: _Ref522369759][bookmark: _Toc521678815][bookmark: _Toc506387248][bookmark: _Toc522716288][bookmark: _Toc522538751]Table 11.  Roles and Responsibilities
	Role
	Responsibility

	FedRAMP PMO

	FedRAMP Director
	· Issues and approves Corrective Action Plan (CAP), includes those related to significant changes
· Monitors Performance Management Plan
· Approves CAPs, Suspensions, and Revocations in coordination with the JAB reviewers

	
	FedRAMP ConMon Manager
	· As the primary ConMon process interface between the JAB and the PMO, provides recommendations and status updates, including those for significant changes, to the FedRAMP Director
· Supports the JAB Reviewers as needed
· Advises the JAB Reviewers on Escalation Actions

	Agency
	Authorizing Official (AO)
	· The approving authority for significant changes

	JAB Team
	Joint Authorization Board (JAB)
	· The AO for CSPs that have a JAB P-ATO
· Composed of the CIOs of the Department of Defense (DOD), General Services Administration (GSA), and Department of Homeland Security (DHS)
· The approving authority for significant changes 

	
	JAB Technical Reviewer (TR) Principal
	· Principal Technical Reviewer for the JAB (one from DOD, GSA, and DHS)
· Delegated approving authority (from JAB) for significant changes
· Provides guidance and oversight of the significant change process
· Effects Policy change relating to significant changes

	
	JAB Technical Reviewer (TR) Lead 

	· One of three JAB TR Leads, one from DOD, GSA, and DHS
· Delegated approving authority (from JAB TR Principal) for significant changes
· Advises the JAB Reviewers and provides general oversight of all ConMon process areas, including significant changes

	
	JAB Reviewers
	· One of a team of three Technical Reviewers from either the DOD, GSA, or DHS
· Serves as primary interface for ConMon activities, including significant changes, between JAB TR Principals, FedRAMP PMO, CSP and 3PAO 
· Notifies other JAB Reviewer Leads and FedRAMP PMO of Significant Change Request (SCR) submissions
· Notifies CSP and 3PAO of due dates for comments, comment-responses and approval of comment responses
· Reviews all SCRs and supporting documents within required timeframes
· Makes risk-based recommendations related to significant changes
· Provides required status updates to their JAB TR Lead 
· Provides routine status updates to the PMO
· Consolidates SCR comments, where feasible

	CSP/3PAO

	Cloud Service Provider (CSP)
	· Maintains proper communication channels with the AO and 3PAO
· Provides routine status updates related to significant changes
· Submits significant change requests
· Maintains a satisfactory Risk Management Program in accordance with FedRAMP guidelines

	
	Third Party Assessment Organization (3PAO)
	· Conducts security impact analysis
· Performs independent security assessment of significant changes
· Develops Security Assessment Plan (SAP) and Security Assessment Report (SAR) for significant change
· Advises the CSP on significant change issues


[bookmark: _Toc478590909][bookmark: _Toc506387232][bookmark: _Toc522001762][bookmark: _Toc522716262][bookmark: _Toc522538763]Compliance
Significant change requests (SCR) must be submitted at least 30 days before they are implemented, to provide time for 3PAO assessment. CSPs should regularly inform AOs of upcoming changes to ensure significant changes are identified and addressed. The Continuous Monitoring Performance Management Guide defines the FedRAMP requirements for Continuous Monitoring Performance Management. The document is available on the FedRAMP web site at https://www.fedramp.gov/documents/. It explains the actions FedRAMP will take when a CSP fails to maintain an adequate risk management program, of which management of significant changes is a key aspect.

[bookmark: _Ref502600485][bookmark: _Toc506387233][bookmark: _Toc522001763][bookmark: _Toc522716263][bookmark: _Toc522538764]Determining Significant and Minor Changes
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-37, Revision 1, Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach (Appendix F, Section F.6, Page F-8) provides a general definition of what a significant change is and provides examples of what could be considered a significant change. A significant change is one that is likely to affect the security state of the information system. 
Because the key role of the AO is to make risk-based decisions, they determine whether a change is deemed significant. Non-significant changes would be addressed by the CSP’s established Configuration Management Plan. Routine day-to-day changes (e.g. patching) would not be considered significant. If a change is “more of the same,” it is likely not significant in FedRAMP’s view. 
[bookmark: _Toc522001764][bookmark: _Toc522716264][bookmark: _Toc522538765]Changes Likely Considered Significant or Major
Table 21 below is a list of changes that would likely be considered significant. However, this is not a comprehensive list. If after consulting this list and NIST 800-37 (Appendix F, Section F.6, Page F-8) the CSP is unsure, they should consult with their AO. 
[bookmark: _Ref522369645][bookmark: _Ref521414382][bookmark: _Toc521678816][bookmark: _Toc522716289][bookmark: _Toc522538752]Table 21.  Changes Likely Considered Significant or Major
	Changes Likely Considered Significant or Major

	New Technology (New OS variant, including COTS and appliance, none of which currently exist in the environment)
	Use of new external services (e.g. ticketing system, monitoring system) in support of the cloud service

	New Cloud Service Offering or Feature
	Removal of system components or service offering

	FIPS 199 Categorization Change (e.g. Moderate to High)
	PaaS or SaaS changing IaaS Provider

	Adding/Removing security controls 
	New cryptographic modules or services or changes to existing modules/services

	Changing alternative (or compensating) security control(s) 
	New data center or moving to new facility

	New interconnection or changes to existing 
	Scanning tool changes

	Upgrade of OS
	New system monitoring capabilities or replacement of system monitoring capabilities

	New Virtual Server(s) 
	New/upgrade of DBMS (MS SQL, Oracle, etc.)

	New Code Release 
	New authentication mechanisms or changes to existing mechanisms

	New boundary protection mechanisms or changes to existing mechanisms; changes to routing rules
	Change in cloud service ownership that would result in major changes (e.g. change to contingency planning or incident response processes/capabilities)

	Changed or updated backup mechanisms and processes
	Movement of information system data to a different system boundary


[bookmark: _Toc520976114][bookmark: _Toc521050055][bookmark: _Toc521055008][bookmark: _Toc521055035][bookmark: _Toc521055092][bookmark: _Toc521055159][bookmark: _Toc521055188][bookmark: _Toc521055808][bookmark: _Toc521407763][bookmark: _Toc521412918][bookmark: _Toc521413204][bookmark: _Toc521413756][bookmark: _Ref506305480][bookmark: _Toc506387249][bookmark: _Ref520974135][bookmark: _Toc522001765][bookmark: _Toc522716265][bookmark: _Toc522538766]Special Requirements for Specific Types of Significant Changes
[bookmark: _Ref520976209][bookmark: _Ref520976225][bookmark: _Toc522001766][bookmark: _Toc522716266][bookmark: _Toc522538767]New Technology 
The requirements for significant changes, including the addition of new technology, are outlined in Section 3, Change Documentation Requirements, and Section 4, Significant Change Process. All components have, to varying degrees, access controls, audit logging controls, identification and authentication controls, configuration management controls, system integrity controls and so on. Controls can be implemented locally on the component or from a central mechanism that automatically applies and manages the controls on that component. 
New technologies that are added to the boundary will have to be verified as compliant and/or integrated with the security controls applicable to the CSP environment. 
The steps for providing the attestation and testing for the controls applicable to new technologies are as follows:
· The 3PAO must document which controls that the new technology can integrate into within the current CSP environment. The 3PAO must verify that the new technology will integrate into these currently implemented security controls in the CSP environment. For example, if a new technology is integrating into the current account management controls, the 3PAO would verify that the integration will take place and the new technology will be inheriting and utilizing the current implementation. All controls that have been identified as being inherited by the new technology must be documented by the 3PAO in the New Technology minimum controls selection list (see Appendix B SAP Minimum Controls Selections).
· For the remaining controls where the implementation for the new technology does not match what was implemented and tested in the current CSP environment the 3PAO must provide testing and or explanation for non-applicability in the New Technology minimum controls selection list (see Appendix B SAP Minimum Controls Selections).
The 3PAO must take all non-applicable controls for the new technology integration and provide a write-up as to why the controls are not applicable to the new technology’s implementation. Additionally, the 3PAO must document the remaining controls where the implementation of the security controls for the new technology is not in the current CSP implementation for the environment, and are to be tested. These two lists (see New Technology in see Appendix B SAP Minimum Controls Selections) along with the scope of controls for attestation, must be submitted with the SCR for approval prior to testing.
[bookmark: _Ref520975937][bookmark: _Ref520975946][bookmark: _Toc522001767][bookmark: _Toc522716267][bookmark: _Toc522538768]New Cloud Service Offering or Feature 
Eligible cloud services or features may go through the FedRAMP New Cloud Service or Feature On-boarding process (as outlined in Section 5), a specialized process that differs from the standard FedRAMP significant change process that is outlined in Sections 3 and 4 below. This on-boarding process is intended to expedite authorization of new services or features, but requires a significant upfront investment. It is intended for offerings with a significant number of planned new services or features (for example, an offering that adds two to three new services or features every month). It is not recommended for cloud service offerings that add only a few services or features annually.
If the new services or features are found to be ineligible, either initially or after going through the evaluation period, they must go through the standard FedRAMP significant change process. Even if the services or features are eligible, the CSP may opt to submit them through the standard significant change process. The following are the criteria to qualify for the New Cloud Service or Feature On-boarding process: 
· The new service or feature has no impact on existing and already-authorized architecture and controls (these will remain static).
· The new service or feature does not require service-specific or feature-specific controls to be added. All NIST SP 800-53 security controls required for the new services or features are in the existing (and already authorized) architecture and security controls. 
· The CSP Configuration Management (CM) and System Development Lifecycle (SDLC) capabilities are mature and ensure no impact on existing architecture and controls (these will remain static) as new services or features are on-boarded. 
· Continuous Monitoring (ConMon) activities remain un-affected and compliant as new services or features are on-boarded.
FedRAMP requires that CSPs, desiring to use the FedRAMP New Cloud Service or Feature on-boarding process, undergo an evaluation period before being approved to use this process for future on-boarding requests of specified cloud services and features. Table 22 below illustrates the difference in documentation requirements. “FedRAMP New Cloud Service Offering (CSO) or Feature On-boarding Request Template” is used to provide the necessary information for the AO to make a risk-based decision regarding A CSP’s eligibility to use the FedRAMP New Cloud Service or Feature On-boarding process for specified services and features. That template is available in the templates area of FedRAMP.gov (currently https://www.fedramp.gov/templates/). 
The AO may request that the CSP/3PAO perform activities, provide information (documentation; briefings etc.) that promote understanding and provide assurance that the criteria/qualifications have been met for the current service/feature and for future service/feature requests. 
[bookmark: _Toc506387239]Once certain types of services or features are approved to use the New Cloud Service or Feature on-boarding process, only a 3PAO attestation is required for subsequent on-boarding requests of service and features of those types. The 3PAO uses its expert judgment to subjectively evaluate the overall compliance of the new service or feature and attests to its readiness for inclusion into the existing system P-ATO boundary and factor this evaluation into its attestation. The template text for the 3PAO attestation letter is located in Appendix C New Cloud Service or Feature On-boarding 3PAO Attestation Template.
Approved services or features must be documented and maintained within the CSP authorization package. The template to document the status of services/features is in Appendix D CSP Services or Features Status Template. 
[bookmark: _Ref522369996][bookmark: _Ref521055270][bookmark: _Ref521055314][bookmark: _Toc521678817][bookmark: _Toc522716290][bookmark: _Toc522538753]Table 22.  Comparison of Documentation Requirements
	CHANGE TYPE
	SC-REQUEST
	SC-REPORT

	
	General
	SAP
	SAR

	New Cloud Service Offering (CSO) or Feature for a CSP not yet approved to use the FedRAMP New Cloud Service or Feature On-boarding process
	FedRAMP New Cloud Service Offering (CSO) or Feature On-boarding Request Template

	New Cloud Service Offering (CSO) or Feature for a CSP approved to use the FedRAMP New Cloud Service or Feature On-boarding process.
	Appendix C New Cloud Service or Feature On-boarding 3PAO Attestation Template
Appendix D CSP Services or Features Status Template

	All Others
	FedRAMP Significant Change Form Template 

	FedRAMP Annual Security Assessment Plan (SAP) Template
Minimum Controls Selection if available: Appendix B SAP Minimum Controls Selections
	FedRAMP Annual Security Assessment Report (SAR) Template



[bookmark: _Toc522001768][bookmark: _Toc522716268][bookmark: _Toc522538769]Moderate to High FIPS 199 Categorization Change 
The process for significant changes, including a change to the FIPs 199 categorization from Moderate to High, is outlined in Sections 3 and 4 below. In addition to the FedRAMP Significant Change Form Template, the CSP must submit a “FedRAMP High Readiness Assessment Report (RAR).” Both the form and RAR templates are available in the templates area of FedRAMP.gov (currently https://www.fedramp.gov/templates/). 
The FedRAMP High RAR Template and its underlying assessment are intended to enable FedRAMP to reach a decision for a specific CSP’s system based on organizational processes and the security capabilities of the system. FedRAMP grants approval to proceed with the significant change process when the information in this report template indicates the CSP is likely to achieve an authorization (P-ATO or ATO) at the high baseline.
[bookmark: _Toc522001769][bookmark: _Toc522716269][bookmark: _Toc522538770]New Code Release
Every new code release is not automatically considered a significant change. The CSP must perform a security impact analysis (SIA), in compliance with FedRAMP control CM-4, on every new code release, including the analysis required by the FedRAMP SA-11 controls (the base control and enhancements). Therefore, if an SIA shows that the new code release will adversely affect the system's security posture, the new code release must be treated as a significant change.

[bookmark: _Toc506387234][bookmark: _Ref520977111][bookmark: _Ref521049628][bookmark: _Ref521049634][bookmark: _Toc522001770][bookmark: _Toc522716270][bookmark: _Toc522538771][bookmark: _Ref505850411]Change Documentation Requirements 
[bookmark: _Ref506298305][bookmark: _Toc506387235][bookmark: _Toc522001771][bookmark: _Toc522716271][bookmark: _Toc522538772]General 
The CSP must submit the FedRAMP Significant Change Request Template for all significant changes, with one exception: if a CSP is requesting a new service or feature and also wants to optionally use the FedRAMP New Cloud Services or Features On-boarding process (See Section 2.2.2). Additional documentation may be required based on specific types of changes. These are noted in Section 2.2, Special Requirements for Specific Types of Significant Changes. The FedRAMP Significant Change Request Template was developed to capture the type(s) of system changes requested and the supporting details surrounding requested system changes. It can be used to request a significant change within an existing authorization. It is recommended that the form be used even prior to a formal significant change request, to facilitate discussion and expedite the decision-making process. 
All templates listed below are available at FedRAMP.gov https://www.fedramp.gov/templates/.
[bookmark: _Toc506387236][bookmark: _Toc522001772][bookmark: _Toc522716272][bookmark: _Toc522538773]FedRAMP Significant Change Request Template
The following information in Table 3-1 must be included in the FedRAMP Significant Change Template (SC-REQUEST) to facilitate understanding of the change and its security impacts:
[bookmark: _Toc521678818][bookmark: _Toc522716291][bookmark: _Toc522538754]Table 31.  Significant Change Form Requirements
	SCR field
	Included Information

	CSP Contact Information
	CSP Name
FedRAMP Authorized service being changed
CSP System Owner
Primary CSP POC for change request 

	System Information
	Type of System (IaaS, PaaS, SaaS)
Description of service
List all current and/or pending Federal customers

	3PAO Information
	3PAO Name
3PAO POC for change request
If the 3PAO is under contract to assess the change
If the SAP is attached

	Nature of Change
Change Details
	Narrative detailing the background and a description of the change

	Type of Change
	Check all that apply

	System Components Impacted
	System diagrams showing before and after state of the system
For replacement of existing functionality, an “apples to apples” comparison demonstrating how the new implementation will continue to comply (meet or exceed) the same security requirements, standards, and functionality as the previous implementation

	Security Controls Impacted
	Security requirements that the new implementation will now support where there was not previously full support

An explanation for each technical, operational, and management control implementation that must change in support of the new implementation, including but not limited to ports/protocols, routing, contingency planning/testing, and incident response planning/testing

	Status of Change
	A description of how the CSP will implement the change, for 3PAO assessment, in such a way that: 
It is not fully operational, yet enables the most accurate determination of security state (as if fully operational) to be reported 
It minimizes the impact to the existing operational environment

	Validation
	3PAO Security Assessment Plan (SAP) is included as an attachment to the FedRAMP SC-REQUEST and must include Appendix B SAP Minimum Controls Selections (if available)

	Demand/Justification
	Examples of how a CSP could provide include (but are not limited to): 
Government RFIs, RFQs, and pending awards 
Industry recognition (for example being in the Gartner Magic Quadrant) 
Business capture plan provided by CSP grounded by agency needs and spending
Use by State, Local, Tribal, or Territorial Governments

	CSP Signature
	

	Attachment A, Part 1
(Only required for Mod
 to High change)
	List of all additional controls that do not exist in the Moderate baseline but must be addressed as part of the High baseline

	Attachment A, Part 2
	List of controls that exist in both the Moderate and High baselines; however, the FedRAMP prescribed parameter is different in the High baseline. When transitioning from Moderate to High, the CSP must update these parameters appropriately in their System Security Plan (SSP). The revised parameter changes the control requirement. The CSP must also revise the control implementation within the system, and the control description within the SSP to align with the new parameter.


[bookmark: _Ref506379396][bookmark: _Toc506387237][bookmark: _Toc522001773][bookmark: _Toc522716273][bookmark: _Toc522538774]Security Impact Analysis 
The full SIA is effectively the combination of the CSP’s SIA provided in/with the significant change form plus the 3PAO SIA reflected in the SAP and 3PAO SIA reflected in the SAR. The SAP reflects 3PAO’s SIA, with respect to controls selection, general scope, and assessment activities. The SAR reflects 3PAO’s SIA, with respect to assessment results. The CSP may involve the 3PAO at any stage of the SIA process.

[bookmark: _Ref505850250][bookmark: _Ref505850265][bookmark: _Toc506387241][bookmark: _Toc522001774][bookmark: _Toc522716274][bookmark: _Toc522538775]Significant Change Process
Figure 41 is an end-to-end diagram of the FedRAMP Significant Change Process which details the interaction between the AO, FedRAMP PMO, and CSP/3PAO. 
[image: ]
[bookmark: _Ref522370240][bookmark: _Toc521999925][bookmark: _Toc506387247][bookmark: _Toc522716286][bookmark: _Toc522538747]Figure 41.  Significant Change Process
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[bookmark: _Toc522001775][bookmark: _Toc522716275][bookmark: _Toc522538776][bookmark: _Ref505947532]Significant Change Process
1. [bookmark: _Ref522613292]CSP START: Continue Continuous Monitoring (ConMon) Process. 
2. CSP: The CSP, in coordination with the JAB, initially determines if a system change to the existing cloud service is required. Additionally, the CSP and AO meet to discuss the system change, potential security impacts and any increases in risk posture to the current authorization from the CSP’s perspective. The CSP determines the scope and type of change (i.e., a minor change or a major/significant change - See Section 2, Determining Significant and Minor Changes). The CSP also provides an estimate of known and potential security changes, and the security impact associated with these changes. To facilitate discussion and expedite decision-making, it is recommended that the CSP submit draft significant change documentation using the templates referenced in Section 3.
a. NO- System change is considered minor. A minor system change does not impact the CSP security posture and does not require additional security controls or assessments. Return to STEP 1 (CSP START) and conduct normal ConMon processes. 
b. YES – This is a major/significant system change. GO TO STEP 3
3. [bookmark: _Ref520975765][bookmark: _Ref521573832][bookmark: _Ref505947606]CSP: Begins to consult with the 3PAO. If a 3PAO is not on contract then the CSP must begin this process. 
a. If it is determined that a 3PAO is on contract, then the 3PAO begins.
4. CSP: If this is a new cloud service or feature, does the CSP want to go through the FedRAMP New Cloud Service or Feature on-boarding process? Note: The CSP is not required to go through the New Service or Feature on-boarding process.
a. YES - GO TO New Service or Feature On-boarding Process
b. NO - GO TO STEP 5
5. [bookmark: _Ref521592494]The 3PAO begins to assess the significant change.
a. 3PAO Review SCR and other relevant system security documentation
b. Assess impact of proposed change on system functionality and security
c. Identify and document assessment scope in SAP (See Appendix B SAP Minimum Controls Selections )
d. Review scope and impact of proposed change with JAB and CSP
6. Once complete, the 3PAO and CSP submit all necessary change and assessment forms. This must be delivered 30 days prior to the significant change being implemented. 
7. Once received, the JAB will review all documentation to ensure completeness and security impact. If additional information is required the JAB will reach back to the CSP. 
8. The CSP will take the necessary steps to implement the change to allow for testing to occur, while also ensuring minimal security impact to the existing environment. 
9. The 3PAO will then, 1) Conduct testing on change, 2) Develop SAR package and briefings, and 3) Brief SAR to JAB and TR representatives.
10. The JAB will review the testing and SAR Package and determine if the change is acceptable. If not, then the CSP would be required to roll back to the previous version. If the change is accepted, then the CSP must update the POA&M with any conditions and all other documentation no later than the next Annual Assessment. 
11. The CSP continues with regular ConMon Operations.

[bookmark: _Toc522001776][bookmark: _Toc522716276][bookmark: _Toc522538777]New Service or Feature On-boarding Process
Figure 51 is an end-to-end diagram of the FedRAMP New Service or Feature On-boarding Process which details the interaction between the AO, FedRAMP PMO, and CSP/3PAO. 

[image: ]
[bookmark: _Ref522370336][bookmark: _Toc521999926][bookmark: _Toc522716287][bookmark: _Toc522538748]Figure 51.  New Service or Feature On-boarding Process
[bookmark: _Toc522001777][bookmark: _Toc522716277][bookmark: _Toc522538778]New Cloud Services or Features On-boarding Process
1. [bookmark: _Ref521574851][bookmark: _Ref521576712][bookmark: _Ref521593059]CSP Start: The CSP coordinates with the 3PAO for assessment of the new service/feature. 
2. CSP: Did the CSP already undergo the required eligibility evaluation for services/features of this type/category and get approval from the JAB?
a. YES – If yes, then only the attestation process is required. GO TO STEP 10.
b. [bookmark: _Ref521660085]NO – If not, the CSP undergoes the evaluation to determine if services/features of this type/category can go through the New Cloud Services or Features On-boarding process. This involves a sample size of two of the same type/category of services or features, which are assessed in succession. GO TO STEP 3.
3. [bookmark: _Ref522790261]3PAO: Conducts eligibility evaluation.
4. 3PAO: Does the SCR process need to be initiated? 
a. YES – If the 3PAO determines the qualification criteria is not met, at any time during the assessment, the 3PAO notifies the JAB and the CSP initiates the standard significant change process. GO TO “Significant Change Process” STEP 5.
b. NO - CONTINUE TO STEP 5.
5. [bookmark: _Ref521651607][bookmark: _Ref521578709][bookmark: _Ref505947791]3PAO: Briefs JAB on results and submits report based on “FedRAMP New Cloud Service Offering (CSO) or Feature On-boarding Request Template,” available in the templates area of FedRAMP.gov (currently https://www.fedramp.gov/templates/). 
6. [bookmark: _Ref521655221]JAB: Reviews and submits comments to 3PAO. 
7. JAB: Does the service need to go through the standard FedRAMP significant change process? 
a. YES - During their review, the JAB may determine that the service/feature is not eligible for the new services/features on-boarding process and must go through the standard FedRAMP significant change process. GO TO “Significant Change Process” STEP 5
b. NO – GO TO STEP 8
8. [bookmark: _Ref521661878][bookmark: _Ref521651784][bookmark: _Ref521574934]JAB: Is the current service/feature assessment package approved (may include conditions)?
a. YES – GO TO STEP 11
b. NO – GO TO STEP 9
9. [bookmark: _Ref522789815][bookmark: _Ref521664408][bookmark: _Ref522802517][bookmark: _Ref522790376]CSP/3PAO: Addresses JAB comments and submits response, including any documentation updates, to JAB for review. CSP updates all relevant package documentation: The POA&M is updated with any conditions; The SSP is updated to reflect the new service/feature; “CSP Services or Features Status” is updated (See Appendix D – CSP Services or Features Status Template; etc. 
10. [bookmark: _Ref521659959][bookmark: _Ref522640544]3PAO: Assesses new service/feature and submits attestation (see Appendix C – New Cloud Service or Feature On-boarding 3PAO Attestation Template) for JAB review. GO TO STEP 8.
11. [bookmark: _Ref522788436]CSP implements new service and continues with ConMon process. 

[bookmark: _Toc506387242][bookmark: _Toc522001778][bookmark: _Toc522716278][bookmark: _Toc522538779]Annual Assessments
[bookmark: _Toc522001779][bookmark: _Toc522716279][bookmark: _Toc522538780][bookmark: _Toc506387243]Scheduling Significant Changes with Annual Assessments
Significant changes may be scheduled with the annual assessment (AA). The process and requirements follow those described in Section 3 and 4, except that the SAP will include the assessment plan for both the AA and the significant change. Similarly, the AA SAR will incorporate the results of the AA as well as the results for the significant change.
[bookmark: _Toc522001780][bookmark: _Toc522716280][bookmark: _Toc522538781]New Cloud Service or Feature Offering
As part of the, new services or features on-boarding process, the 3PAO provides attestations for the status of certain security controls (See Section 2.2.2 New Cloud Service Offering or Feature). The status of attested controls must be validated by the 3PAO in the next scheduled annual assessment following the on-boarding of the service or feature. Evidence will need to be provided where the 3PAO previously provided an attestation.
[bookmark: _Toc506387244][bookmark: _Toc522001781][bookmark: _Toc522716281][bookmark: _Toc522538782]Assessment Reuse 
Under certain conditions, controls assessment results from approved changes may be reused for the current annual assessment. The result is that a portion of a control may have been assessed as part of an approved significant change request so that the 3PAO must only assess the delta. These conditions for reuse of assessment results are the following:
· The change occurred between the last and current annual assessments.
· The change was approved by the AO.
· The assessment results for reuse are only NIST 800-53 controls assessment results (not scans or pen test results etc).
· The change documentation is not an attestation (See Section 2.2.2 New Cloud Service Offering or Feature).

If assessment results from an approved significant change were reused for the annual assessment, the approved SAR and supporting documentation for that significant change must be included and referenced as artifacts in the annual assessment package. 



[bookmark: _Toc520016006][bookmark: _Toc383782784][bookmark: _Toc377389482][bookmark: _Toc374346571][bookmark: _Toc358644738][bookmark: _Toc355976057][bookmark: _Toc352914463][bookmark: _Toc522716282][bookmark: _Toc522538783]Appendix A – Acronyms
	Acronym
	Expansion

	3PAO
	Third Party Assessment Organization

	AA
	Annual Assessment

	AO
	Authorizing Official

	ATO
	Authorization to Operate

	CAP
	Corrective Action Plan

	ConMon
	Continuous Monitoring

	CSP
	Cloud Service Provider

	DHS
	Department of Homeland Security

	DFR
	Detailed Finding Review

	DOD
	Department of Defense

	GSA
	General Services Administration

	JAB
	Joint Authorization Board

	FedRAMP
	Federal Risk and Authorization Management Program

	FISMA
	Federal Information Systems Management Act

	NIST
	National Institute of Standards and Technology 

	P-ATO
	Provisional Authorization to Operate

	POA&M
	Plan of Action and Milestones

	PMI
	Performance Management Indicator

	PMO
	Program Management Office

	RMF
	Risk Management Framework

	SAR
	Security Assessment Report

	SAP
	Security Assessment Plan

	SC
	Significant Change

	SCR
	Significant Change Request

	SC-REQUEST
	Significant Change Request

	SC-REPORT
	Significant Change Report

	SIA
	Security Impact Analysis

	SOP
	Standard Operating Procedure

	SSP
	System Security Plan





[bookmark: _Toc520016007][bookmark: _Toc383782786][bookmark: _Toc377389484][bookmark: _Toc374346572][bookmark: _Toc358644740][bookmark: _Toc355976059][bookmark: _Toc352914465][bookmark: _Toc522716283][bookmark: _Toc522538784][bookmark: _Ref506290981][bookmark: _Toc506387246]Appendix B – SAP Minimum Controls Selections
The following are minimum controls selections for specific types of significant changes. The CSP and 3PAO must select all control lists that apply (multiple may apply). The CSP and 3PAO must evaluate the minimum control set and add any additional controls deemed necessary to fully assess for the change. The CSP and 3PAO must provide a rationale for not assessing a control in the minimum control set.
All templates listed below are available at FedRAMP.gov https://www.fedramp.gov/templates/.

	Change Type
	Guidance
	File

	Moderate to High FIPS 199 Categorization Change
	The control selection for this change is contained in the FedRAMP Significant Change Report Form Template, Appendix A.
	FedRAMP Significant Change Report Form Template

	New Technology
	See Section 2.2.1 New Technology for additional guidance.
	Security Controls for New Technology SC-R.xlsx




	New Interconnection
	Note: If new components that do not exist in the environment are being added as part of the new interconnection, the New Technology controls set above must be selected.
	Security Controls for New Interconnection SC-R.xlsx




	New Data Center
	Note: If new components that do not exist in the environment are being added as part of the new interconnection, the New Technology controls set above must be selected.

	Security Controls for Data Center SC-R.xlsx







[bookmark: _Ref521413226][bookmark: _Toc522001784][bookmark: _Toc522716284][bookmark: _Toc522538785]Appendix C – New Cloud Service or Feature On-boarding 3PAO Attestation Template
Once certain types of services or features are approved to use the New Cloud Service or Feature on-boarding process, as described in section 2.2.2 New Cloud Service Offering or Feature, only a 3PAO attestation is required for subsequent on-boarding requests of service and features of those types. The template text for the 3PAO attestation letter is included below.

To:  Ashley Mahan 
Acting Director of Federal Risk and Authorization Management Program (FedRAMP)
US General Services Administration 

From:  <Name>
<Title>
<Organization>

Date: <m/d/yyyy>

Subject:  Attestation Letter for <CSP> <Service/Feature Name>


<Salutation>

This letter is provided as an attestation for the services/features listed below. They have been independently validated by <3PAO>, a third-party assessment organization (3PAO). The evaluation took place from <m/d/yyyy> through <m/d/yyyy>. <3PAO> validated that these services/features were on-boarded in accordance with the applicable JAB-approved on-boarding process documented in <document title> (<filename>). 

Services/Features:
· <Service/Feature Name>
· <Service/Feature Name>

The JAB-approved on-boarding process is both specific to the CSP and to the type or category of services/features the CSP offers, in this case <service type/category name or feature type/category name>. It ensures that the services/features are brought on to the <CSP System> environments using a standardized, streamlined, and repeatable process. These services/features are not required to go through the standard FedRAMP significant change request (SCR) process because they:
1. Have no impact on existing and already authorized architecture and controls (these will remain static) 
2. Do not require service-specific or feature-specific controls to be added. All NIST SP 800-53 security controls required for the new services or features are in the existing and already authorized architecture and security controls. 
3. The CSP Configuration Management (CM) and System Development Lifecycle (SDLC) capabilities are mature and ensure no impact on existing architecture and controls (these will remain static) as new services or features are onboarded. 
4. Continuous Monitoring (ConMon) activities remain un-affected and compliant as new services or features are onboarded.

Further assessment and validation of these services/features will occur at the next Annual Assessment (due <m/d/yyyy>) through interviews, onsite review, scans, and penetration testing.

The Validation Process 

The validation process is accomplished through a combination of the following: 
1. Conduct Interviews – 
a. Interviews are conducted to determine whether the services or features are successfully using the existing <CSP System> security controls.
b. Interviews also provide additional details about the proposed services or features, and allow the 3PAO to request relevant data (e.g., scan information, inventory data, nature of access and authentication, surface exposure, encryption employed, etc.) that needs to be considered for the on-boarding. 
2. Review Evidence – 
a. <3PAO> requests evidence to show that the services/features adhere to currently approved and assessed security controls (e.g., Security Training, Change Management, Incident Response, Anti-Malware, etc.) and has implemented these controls for the services/features. It is important to note that a review of <CSP System> security controls is conducted during each annual assessment, which typically includes manual, physical, and logical testing. The latest assessment test cases are still valid for periodicity of this review and have been leveraged to prevent unnecessary duplication of efforts. 
3. Validate Vulnerability Scanning – 
a. <3PAO> reviews configurations (e.g., screenshots or other evidence) to confirm that vulnerability scanning capability has been set up for the service/feature.
b. <CSP> is conducting scanning of the services/features prior to on-boarding and the scan data <is being/will be> provided to FedRAMP. 
c. <Add for high-impact systems: If initial scan results indicate any High-risk vulnerabilities, the CSP stops the affected services/features from being considered for on-boarding until the vulnerabilities are resolved by the service team.>
4. Review Physical and Environment Controls – 
a. <3PAO> validates that physical and environmental security measures are in place at all applicable data centers. The following are the dates and locations of datacenter walkthroughs:
i. <m/d/yyyy> - <Datacenter Name>, <City, State>
ii. <m/d/yyyy> - <Datacenter Name>, <City, State>
b. <CSP> implements standardized physical and environmental processes for all data centers, therefore, the data center visits noted above are a representation of the implementation expected across all data centers consisting of <CSP System> assets.
5. Leverage Penetration Testing – 
a. <3PAO> conducts penetration testing during annual assessments and if proposed additions are determined to be a major change or impact to the security posture of the system. 
b. All services/features, whether on-boarded during an annual assessment or during another cycle, are included in penetration testing annually. 


Attestation 

For services/features specified in this letter, <3PAO> attests that <CSP> has demonstrated successful on-boarding, which did not require initiation of the standard FedRAMP SCR process and occurred in compliance with the appropriate JAB-approved on-boarding process documented in <document title> (<filename>). 


<Closing>

<Signature>

<Name>
<Title>
<Organization>



[bookmark: _Ref521415955][bookmark: _Toc522001785][bookmark: _Toc522716285][bookmark: _Toc522538786]Appendix D – CSP Services or Features Status Template
The following is the template to document the status of services or features within the CSP package.
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Security Controls for New Technology SC-R.xlsx
Forward

		Minimum Security Controls Impacted for Specific Significant Change Examples 





		The sets of minimum security controls included for each example significant change should be reviewed and updated for every  operational/actual system under CSP configuration management (CM) review.  The CSP is responsible for the system CM process, which includes documenting and managing any CM related changes. Part of the CM process includes updating the CSP System Security Plan (SSP) to describe functional and security control changes related to system significant changes. 

The CSP and 3-PAO are responsible to use the information in the SSP to identify the security impact and document a comprehensive set of security controls that will be impacted by the proposed CSP significant change.  These impacted security controls need to be documented and thoroughly tested for security impacts and risks  to the CSP offering.  

The sets of minimum security controls provided in this document are intended to be used as a starting point for this security impact analysis. The CSP and 3-PAO should add any other security controls identified during the security impact analysis or security testing to this minimum set of security controls. The resulting set of comprehensive security controls should be documented in the SSP, Significant Change Request, Significant Change Report, Security Assessment Plan (SAP), and Security Assessment Report (SAR).     







		ASSUMPTION #1:  The included minimum security control sets will be updated before use for any CSP Offering.  

		ASSUMPTION #2:  The controls selected are only implemented on the local component and not being configured and managed by a centralized and automated mechanism.

		ASSUMPTION #3  The CSP/3PAO will provide a rationale for excluding a control from this selection (e.g. It is sufficient to test and validate that the components local controls are being applied and managed by existing central and automated mechanisms described in CM-6 (1); Control does not apply to this type of component)













New Technology

		Baseline		Control Family		Control ID		Control Name		NIST Control Description
(From NIST SP 800-53r4 1/23/15)		Comments/description of change (updated during tailoring)  



		Mod to High		ACCESS CONTROL		AC-2		ACCOUNT MANAGEMENT		The organization:
 a. Identifies and selects the following types of information system accounts to support organizational missions/business functions: [Assignment: organization-defined information system account types];
 b. Assigns account managers for information system accounts;
 c. Establishes conditions for group and role membership;
 d. Specifies authorized users of the information system, group and role membership, and access authorizations (i.e., privileges) and other attributes (as required) for each account;
 e. Requires approvals by [Assignment: organization-defined personnel or roles] for requests to create information system accounts;
 f. Creates, enables, modifies, disables, and removes information system accounts in accordance with [Assignment: organization-defined procedures or conditions];
 g. Monitors the use of, information system accounts;
 h. Notifies account managers:
   1. When accounts are no longer required;
   2. When users are terminated or transferred; and
   3. When individual information system usage or need-to-know changes;
 i. Authorizes access to the information system based on:
   1. A valid access authorization;
   2. Intended system usage; and
   3. Other attributes as required by the organization or associated missions/business functions;
 j. Reviews accounts for compliance with account management requirements [Assignment: organization-defined frequency]; and
 k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group.
Supplemental Guidance: Information system account types include individual, shared, group, system, guest/anonymous, emergency, developer/manufacturer/vendor, temporary, and service. Some of the account management requirements listed above can be implemented by organizational information systems. The identification of authorized users of the information system and the specification of access privileges reflects the requirements in other security controls in the security plan. Users requiring administrative privileges on information system accounts receive additional scrutiny by appropriate organizational personnel (e.g., system owner, mission/business owner, or chief information security officer) responsible for approving such accounts and privileged access. Organizations may choose to define access privileges or other attributes by account, by type of account, or a combination of both. Other attributes required for authorizing access include, for example, restrictions on time-of-day, day-of-week, and point-of-origin. In defining other account attributes, organizations consider system-related requirements (e.g., scheduled maintenance, system upgrades) and mission/business requirements, (e.g., time zone differences, customer requirements, remote access to support travel requirements). Failure to consider these factors could affect information system availability. Temporary and emergency accounts are accounts intended for short-term use. Organizations establish temporary accounts as a part of normal account activation procedures when there is a need for short-term accounts without the demand for immediacy in account activation. Organizations establish emergency accounts in response to crisis situations and with the need for rapid account activation. Therefore, emergency account activation may bypass normal account authorization processes. Emergency and temporary accounts are not to be confused with infrequently used accounts (e.g., local logon accounts used for special tasks defined by organizations or when network resources are unavailable). Such accounts remain available and are not subject to automatic disabling or removal dates. Conditions for disabling or deactivating accounts include, for example: (i) when shared/group, emergency, or temporary accounts are no longer required; or (ii) when individuals are transferred or terminated. Some types of information system accounts may require specialized training. Related controls: AC-3, AC-4, AC-5, AC-6, AC-10, AC-17, AC-19, AC-20, AU-9, IA-2, IA-4, IA-5, IA-8, CM-5, CM-6, CM-11, MA-3, MA-4, MA-5, PL-4, SC-13.

References: None.



		Mod to High		ACCESS CONTROL		AC-2 (1)		ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT MANAGEMENT		The organization employs automated mechanisms to support the management of information system accounts.

Supplemental Guidance: The use of automated mechanisms can include, for example: using email or text messaging to automatically notify account managers when users are terminated or transferred; using the information system to monitor account usage; and using telephonic notification to report atypical system account usage.


		Mod to High		ACCESS CONTROL		AC-2 (2)		ACCOUNT MANAGEMENT | REMOVAL OF TEMPORARY / EMERGENCY ACCOUNTS		The information system automatically [Selection: removes; disables] temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

Supplemental Guidance: This control enhancement requires the removal of both temporary and emergency accounts automatically after a predefined period of time has elapsed, rather than at the convenience of the systems administrator.


		Mod to High		ACCESS CONTROL		AC-2 (3)		ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS		The information system automatically disables inactive accounts after [Assignment: organization-defined time period].


		Mod to High		ACCESS CONTROL		AC-2 (4)		ACCOUNT MANAGEMENT | AUTOMATED AUDIT ACTIONS		The information system automatically audits account creation, modification, enabling, disabling, and removal actions, and notifies [Assignment: organization-defined personnel or roles].

Supplemental Guidance: Related controls: AU-2, AU-12.


		Mod to High		ACCESS CONTROL		AC-2 (5)		ACCOUNT MANAGEMENT | INACTIVITY LOGOUT		The organization requires that users log out when [Assignment: organization-defined time-period of expected inactivity or description of when to log out].

Supplemental Guidance: Related control: SC-23.


		Mod to High		ACCESS CONTROL		AC-2 (7)		ACCOUNT MANAGEMENT | ROLE-BASED SCHEMES		The organization:
(a) Establishes and administers privileged user accounts in accordance with a role-based access scheme that organizes allowed information system access and privileges into roles;
(b) Monitors privileged role assignments; and
(c) Takes [Assignment: organization-defined actions] when privileged role assignments are no longer appropriate.

Supplemental Guidance: Privileged roles are organization-defined roles assigned to individuals that allow those individuals to perform certain security-relevant functions that ordinary users are not authorized to perform. These privileged roles include, for example, key management, account management, network and system administration, database administration, and web administration.


		Mod to High		ACCESS CONTROL		AC-2 (9)		ACCOUNT MANAGEMENT | RESTRICTIONS ON USE OF SHARED GROUPS / ACCOUNTS		The organization only permits the use of shared/group accounts that meet [Assignment: organization-defined conditions for establishing shared/group accounts].


		Mod to High		ACCESS CONTROL		AC-2 (10)		ACCOUNT MANAGEMENT | SHARED / GROUP ACCOUNT CREDENTIAL TERMINATION		The information system terminates shared/group account credentials when members leave the group.


		High		ACCESS CONTROL		AC-2 (11)		ACCOUNT MANAGEMENT | USAGE CONDITIONS		The information system enforces [Assignment: organization-defined circumstances and/or usage conditions] for [Assignment: organization-defined information system accounts].

Supplemental Guidance: Organizations can describe the specific conditions or circumstances under which information system accounts can be used, for example, by restricting usage to certain days of the week, time of day, or specific durations of time.


		Mod to High		ACCESS CONTROL		AC-3		ACCESS ENFORCEMENT		The information system enforces approved authorizations for logical access to information and system resources in accordance with applicable access control policies.

Supplemental Guidance: Access control policies (e.g., identity-based policies, role-based policies, attribute-based policies) and access enforcement mechanisms (e.g., access control lists, access control matrices, cryptography) control access between active entities or subjects (i.e., users or processes acting on behalf of users) and passive entities or objects (e.g., devices, files, records, domains) in information systems. In addition to enforcing authorized access at the information system level and recognizing that information systems can host many applications and services in support of organizational missions and business operations, access enforcement mechanisms can also be employed at the application and service level to provide increased information security. Related controls: AC-2, AC-4, AC-5, AC-6, AC-16, AC-17, AC-18, AC-19, AC-20, AC-21, AC-22, AU-9, CM-5, CM-6, CM-11, MA-3, MA-4, MA-5, PE-3.

References: None.


		Mod to High		ACCESS CONTROL		AC-5		SEPARATION OF DUTIES		The organization:
 a. Separates [Assignment: organization-defined duties of individuals];
 b. Documents separation of duties of individuals; and
 c. Defines information system access authorizations to support separation of duties.

Supplemental Guidance:  Separation of duties addresses the potential for abuse of authorized privileges and helps to reduce the risk of malevolent activity without collusion. Separation of duties includes, for example: (i) dividing mission functions and information system support functions among different individuals and/or roles; (ii) conducting information system support functions with different individuals (e.g., system management, programming, configuration management, quality assurance and testing, and network security); and (iii) ensuring security personnel administering access control functions do not also administer audit functions. Related controls: AC-3, AC-6, PE-3, PE-4, PS-2.

Control Enhancements:  None.

References: None.


		Mod to High		ACCESS CONTROL		AC-6		LEAST PRIVILEGE		The organization employs the principle of least privilege, allowing only authorized accesses for users (or processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.

Supplemental Guidance:  Organizations employ least privilege for specific duties and information systems. The principle of least privilege is also applied to information system processes, ensuring that the processes operate at privilege levels no higher than necessary to accomplish required organizational missions/business functions. Organizations consider the creation of additional processes, roles, and information system accounts as necessary, to achieve least privilege. Organizations also apply least privilege to the development, implementation, and operation of organizational information systems. Related controls: AC-2, AC-3, AC-5, CM-6, CM-7, PL-2.

References: None.


		Mod to High		ACCESS CONTROL		AC-6 (1)		LEAST PRIVILEGE | AUTHORIZE ACCESS TO SECURITY FUNCTIONS		The organization explicitly authorizes access to [Assignment: organization-defined security functions (deployed in hardware, software, and firmware) and security-relevant information].

Supplemental Guidance:  Security functions include, for example, establishing system accounts, configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and setting intrusion detection parameters. Security-relevant information includes, for example, filtering rules for routers/firewalls, cryptographic key management information, configuration parameters for security services, and access control lists. Explicitly authorized personnel include, for example, security administrators, system and network administrators, system security officers, system maintenance personnel, system programmers, and other privileged users. Related controls: AC-17, AC-18, AC-19.


		Mod to High		ACCESS CONTROL		AC-6 (2)		LEAST PRIVILEGE | NON-PRIVILEGED ACCESS FOR NONSECURITY FUNCTIONS		The organization requires that users of information system accounts, or roles, with access to [Assignment: organization-defined security functions or security-relevant information], use non- privileged accounts or roles, when accessing nonsecurity functions.

Supplemental Guidance:  This control enhancement limits exposure when operating from within privileged accounts or roles. The inclusion of roles addresses situations where organizations implement access control policies such as role-based access control and where a change of role provides the same degree of assurance in the change of access authorizations for both the user and all processes acting on behalf of the user as would be provided by a change between a privileged and non-privileged account. Related control: PL-4.


		High		ACCESS CONTROL		AC-6 (8)		LEAST PRIVILEGE | PRIVILEGE LEVELS FOR CODE EXECUTION		The information system prevents [Assignment: organization-defined software] from executing at higher privilege levels than users executing the software.

Supplemental Guidance:  In certain situations, software applications/programs need to execute with elevated privileges to perform required functions. However, if the privileges required for execution are at a higher level than the privileges assigned to organizational users invoking such applications/programs, those users are indirectly provided with greater privileges than assigned by organizations.


		Mod to High		ACCESS CONTROL		AC-6 (9)		LEAST PRIVILEGE | AUDITING USE OF PRIVILEGED FUNCTIONS		The information system audits the execution of privileged functions.

Supplemental Guidance:  Misuse of privileged functions, either intentionally or unintentionally by authorized users, or by unauthorized external entities that have compromised information system accounts, is a serious and ongoing concern and can have significant adverse impacts on organizations. Auditing the use of privileged functions is one way to detect such misuse, and in doing so, help mitigate the risk from insider threats and the advanced persistent threat (APT). Related control: AU-2.


		Mod to High		ACCESS CONTROL		AC-6 (10)		LEAST PRIVILEGE | PROHIBIT NON-PRIVILEGED USERS FROM EXECUTING PRIVILEGED FUNCTIONS		The information system prevents non-privileged users from executing privileged functions to include disabling, circumventing, or altering implemented security safeguards/countermeasures.

Supplemental Guidance:  Privileged functions include, for example, establishing information system accounts, performing system integrity checks, or administering cryptographic key management activities. Non-privileged users are individuals that do not possess appropriate authorizations. Circumventing intrusion detection and prevention mechanisms or malicious code protection mechanisms are examples of privileged functions that require protection from non-privileged users.


		Mod to High		ACCESS CONTROL		AC-7		UNSUCCESSFUL LOGON ATTEMPTS		The information system:
 a. Enforces a limit of [Assignment: organization-defined number] consecutive invalid logon attempts by a user during a [Assignment: organization-defined time period]; and
 b. Automatically [Selection: locks the account/node for an [Assignment: organization-defined time period]; locks the account/node until released by an administrator; delays next logon prompt according to [Assignment: organization-defined delay algorithm]] when the maximum number of unsuccessful attempts is exceeded.

Supplemental Guidance:  This control applies regardless of whether the logon occurs via a local or network connection. Due to the potential for denial of service, automatic lockouts initiated by information systems are usually temporary and automatically release after a predetermined time period established by organizations. If a delay algorithm is selected, organizations may choose to employ different algorithms for different information system components based on the capabilities of those components. Responses to unsuccessful logon attempts may be implemented at both the operating system and the application levels. Related controls: AC-2, AC-9, AC-14, IA-5.

References: None.


		High		ACCESS CONTROL		AC-7 (2)		UNSUCCESSFUL LOGON ATTEMPTS | PURGE / WIPE MOBILE DEVICE		The information system purges/wipes information from [Assignment: organization-defined mobile devices] based on [Assignment: organization-defined purging/wiping requirements/techniques] after [Assignment: organization-defined number] consecutive, unsuccessful device logon attempts.

Supplemental Guidance: This control enhancement applies only to mobile devices for which a logon occurs (e.g., personal digital assistants, smart phones, tablets). The logon is to the mobile device, not to any one account on the device. Therefore, successful logons to any accounts on mobile devices reset the unsuccessful logon count to zero. Organizations define information to be purged/wiped carefully in order to avoid over purging/wiping which may result in devices becoming unusable. Purging/wiping may be unnecessary if the information on the device is protected with sufficiently strong encryption mechanisms. Related controls: AC-19, MP-5, MP-6, SC-13.


		Mod to High		ACCESS CONTROL		AC-8		SYSTEM USE NOTIFICATION		The information system:
 a. Displays to users [Assignment: organization-defined system use notification message or banner] before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:
   1. Users are accessing a U.S. Government information system;
   2. Information system usage may be monitored, recorded, and subject to audit;
   3. Unauthorized use of the information system is prohibited and subject to criminal and civil penalties; and
   4. Use of the information system indicates consent to monitoring and recording;
 b. Retains the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions to log on to or further access the information system; and 
 c. For publicly accessible systems:
   1. Displays system use information [Assignment: organization-defined conditions], before granting further access;
   2. Displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and
   3. Includes a description of the authorized uses of the system.

Supplemental Guidance:  System use notifications can be implemented using messages or warning banners displayed before individuals log in to information systems. System use notifications are used only for access via logon interfaces with human users and are not required when such human interfaces do not exist. Organizations consider system use notification messages/banners displayed in multiple languages based on specific organizational needs and the demographics of information system users. Organizations also consult with the Office of the General Counsel for legal review and approval of warning banner content.

Control Enhancements:  None.

References: None.



		Mod to High		ACCESS CONTROL		AC-10		CONCURRENT SESSION CONTROL		 The information system limits the number of concurrent sessions for each [Assignment: organization-defined account and/or account type] to [Assignment: organization-defined number].

Supplemental Guidance:  Organizations may define the maximum number of concurrent sessions for information system accounts globally, by account type (e.g., privileged user, non-privileged user, domain, specific application), by account, or a combination. For example, organizations may limit the number of concurrent sessions for system administrators or individuals working in particularly sensitive domains or mission-critical applications. This control addresses concurrent sessions for information system accounts and does not address concurrent sessions by single users via multiple system accounts.

Control Enhancements:  None.

References: None.



		Mod to High		ACCESS CONTROL		AC-11		SESSION LOCK		The information system:
 a. Prevents further access to the system by initiating a session lock after [Assignment: organization-defined time period] of inactivity or upon receiving a request from a user; and
 b. Retains the session lock until the user reestablishes access using established identification and authentication procedures.

Supplemental Guidance:  Session locks are temporary actions taken when users stop work and move away from the immediate vicinity of information systems but do not want to log out because of the temporary nature of their absences. Session locks are implemented where session activities can be determined. This is typically at the operating system level, but can also be at the application level. Session locks are not an acceptable substitute for logging out of information systems, for example, if organizations require users to log out at the end of workdays. Related control: AC-7.

References: OMB Memorandum 06-16.


		Mod to High		ACCESS CONTROL		AC-11 (1)		SESSION LOCK | PATTERN-HIDING DISPLAYS		The information system conceals, via the session lock, information previously visible on the display with a publicly viewable image.

Supplemental Guidance:  Publicly viewable images can include static or dynamic images, for example, patterns used with screen savers, photographic images, solid colors, clock, battery life indicator, or a blank screen, with the additional caveat that none of the images convey sensitive information.

References:  OMB Memorandum 06-16.


		Mod to High		ACCESS CONTROL		AC-12		SESSION TERMINATION		The information system automatically terminates a user session after [Assignment: organization-defined conditions or trigger events requiring session disconnect].

Supplemental Guidance:  This control addresses the termination of user-initiated logical sessions in contrast to SC-10 which addresses the termination of network connections that are associated with communications sessions (i.e., network disconnect). A logical session (for local, network, and remote access) is initiated whenever a user (or process acting on behalf of a user) accesses an organizational information system. Such user sessions can be terminated (and thus terminate user access) without terminating network sessions. Session termination terminates all processes associated with a user’s logical session except those processes that are specifically created by the user (i.e., session owner) to continue after the session is terminated. Conditions or trigger events requiring automatic session termination can include, for example, organization-defined periods of user inactivity, targeted responses to certain types of incidents, time-of-day restrictions on information system use. Related controls: SC-10, SC-23.

References: None.


		High		ACCESS CONTROL		AC-12 (1)		SESSION TERMINATION | USER-INITIATED LOGOUTS / MESSAGE DISPLAYS		The information system:
 (a)   Provides a logout capability for user-initiated communications sessions whenever authentication is used to gain access to [Assignment: organization-defined information resources]; and
 (b)   Displays an explicit logout message to users indicating the reliable termination of authenticated communications sessions.

Supplemental Guidance:  Information resources to which users gain access via authentication include, for example, local workstations, databases, and password-protected websites/web- based services. Logout messages for web page access, for example, can be displayed after authenticated sessions have been terminated. However, for some types of interactive sessions including, for example, file transfer protocol (FTP) sessions, information systems typically send logout messages as final messages prior to terminating sessions.


		Mod to High		ACCESS CONTROL		AC-14		PERMITTED ACTIONS WITHOUT IDENTIFICATION OR
AUTHENTICATION		The organization:
 a. Identifies [Assignment: organization-defined user actions] that can be performed on the information system without identification or authentication consistent with organizational missions/business functions; and
 b. Documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification or authentication.

Supplemental Guidance:  This control addresses situations in which organizations determine that no identification or authentication is required in organizational information systems. Organizations may allow a limited number of user actions without identification or authentication including, for example, when individuals access public websites or other publicly accessible federal information systems, when individuals use mobile phones to receive calls, or when facsimiles are received. Organizations also identify actions that normally require identification or authentication but may under certain circumstances (e.g., emergencies), allow identification or authentication mechanisms to be bypassed. Such bypasses may occur, for example, via a software-readable physical switch that commands bypass of the logon functionality and is protected from accidental or unmonitored use. This control does not apply to situations where identification and authentication have already occurred and are not repeated, but rather to situations where identification and authentication have not yet occurred. Organizations may decide that there are no user actions that can be performed on organizational information systems without identification and authentication and thus, the values for assignment statements can be none. Related controls: CP-2, IA-2.

Control Enhancements:  None.

(1)   PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION | NECESSARY USES
[Withdrawn: Incorporated into AC-14]. 

References:  None.


		Mod to High		ACCESS CONTROL		AC-19		ACCESS CONTROL FOR MOBILE DEVICES		The organization:
 a. Establishes usage restrictions, configuration requirements, connection requirements, and implementation guidance for organization-controlled mobile devices; and
 b. Authorizes the connection of mobile devices to organizational information systems.

Supplemental Guidance:  A mobile device is a computing device that: (i) has a small form factor such that it can easily be carried by a single individual; (ii) is designed to operate without a physical connection (e.g., wirelessly transmit or receive information); (iii) possesses local, non- removable or removable data storage; and (iv) includes a self-contained power source. Mobile devices may also include voice communication capabilities, on-board sensors that allow the device to capture information, and/or built-in features for synchronizing local data with remote locations. Examples include smart phones, E-readers, and tablets. Mobile devices are typically associated with a single individual and the device is usually in close proximity to the individual; however, the degree of proximity can vary depending upon on the form factor and size of the device. The processing, storage, and transmission capability of the mobile device may be comparable to or merely a subset of desktop systems, depending upon the nature and intended purpose of the device. Due to the large variety of mobile devices with different technical characteristics and capabilities, organizational restrictions may vary for the different classes/types of such devices. Usage restrictions and specific implementation guidance for mobile devices include, for example, configuration management, device identification and authentication, implementation of mandatory protective software (e.g., malicious code detection, firewall), scanning devices for malicious code, updating virus protection software, scanning for critical software updates and patches, conducting primary operating system (and possibly other resident software) integrity checks, and disabling unnecessary hardware (e.g., wireless, infrared). Organizations are cautioned that the need to provide adequate security for mobile devices goes beyond the requirements in this control. Many safeguards and countermeasures for mobile devices are reflected in other security controls in the catalog allocated in the initial control baselines as starting points for the development of security plans and overlays using the tailoring process. There may also be some degree of overlap in the requirements articulated by the security controls within the different families of controls. AC-20 addresses mobile devices that are not organization-controlled. Related controls: AC-3, AC-7, AC-18, AC-20, CA-9, CM-2, IA-2, IA-3, MP-2, MP-4, MP-5, PL-4, SC-7, SC-43, SI-3, SI-4.

References: OMB Memorandum 06-16; NIST Special Publications 800-114, 800-124, 800-164.


		Mod to High		ACCESS CONTROL		AC-19 (5)		ACCESS CONTROL FOR MOBILE DEVICES | FULL DEVICE / CONTAINER-BASED ENCRYPTION		The organization employs [Selection: full-device encryption; container encryption] to protect the confidentiality and integrity of information on [Assignment: organization-defined mobile devices].

Supplemental Guidance:  Container-based encryption provides a more fine-grained approach to the encryption of data/information on mobile devices, including for example, encrypting selected data structures such as files, records, or fields. Related controls: MP-5, SC-13, SC-28.

References:  OMB Memorandum 06-16; NIST Special Publications 800-114, 800-124, 800-164.


		Mod to High		AWARENESS AND TRAINING		AT-2		SECURITY AWARENESS TRAINING		The organization provides basic security awareness training to information system users (including managers, senior executives, and contractors):
 a. As part of initial training for new users;
 b. When required by information system changes; and
 c. [Assignment: organization-defined frequency] thereafter.

Supplemental Guidance:  Organizations determine the appropriate content of security awareness training and security awareness techniques based on the specific organizational requirements and the information systems to which personnel have authorized access. The content includes a basic understanding of the need for information security and user actions to maintain security and to respond to suspected security incidents. The content also addresses awareness of the need for operations security. Security awareness techniques can include, for example, displaying posters, offering supplies inscribed with security reminders, generating email advisories/notices from senior organizational officials, displaying logon screen messages, and conducting information security awareness events. Related controls: AT-3, AT-4, PL-4.

References: C.F.R. Part 5 Subpart C (5 C.F.R. 930.301); Executive Order 13587; NIST Special Publication 800-50.


		Mod to High		AWARENESS AND TRAINING		AT-3		ROLE-BASED SECURITY TRAINING		The organization provides role-based security training to personnel with assigned security roles and responsibilities:
a. Before authorizing access to the information system or performing assigned duties;
b. When required by information system changes; and
c. [Assignment: organization-defined frequency] thereafter.

Supplemental Guidance:  Organizations determine the appropriate content of security training based on the assigned roles and responsibilities of individuals and the specific security requirements of organizations and the information systems to which personnel have authorized access. In addition, organizations provide enterprise architects, information system developers, software developers, acquisition/procurement officials, information system managers, system/network administrators, personnel conducting configuration management and auditing activities, personnel performing independent verification and validation activities, security control assessors, and other personnel having access to system-level software, adequate security-related technical training specifically tailored for their assigned duties. Comprehensive role-based training addresses management, operational, and technical roles and responsibilities covering physical, personnel, and technical safeguards and countermeasures. Such training can include for example, policies, procedures, tools, and artifacts for the organizational security roles defined. Organizations also provide the training necessary for individuals to carry out their responsibilities related to operations and
supply chain security within the context of organizational information security programs. Role-based security training also applies to contractors providing services to federal agencies. Related controls: AT-2, AT-4, PL-4, PS-7, SA-3, SA-12, SA-16.

References: C.F.R. Part 5 Subpart C (5 C.F.R. 930.301); NIST Special Publications 800-16, 800-50.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-2		AUDIT EVENTS		The organization:
 a. Determines that the information system is capable of auditing the following events: [Assignment: organization-defined auditable events];
 b. Coordinates the security audit function with other organizational entities requiring audit- related information to enhance mutual support and to help guide the selection of auditable events;
 c. Provides a rationale for why the auditable events are deemed to be adequate to support after- the-fact investigations of security incidents; and
 d. Determines that the following events are to be audited within the information system: [Assignment: organization-defined audited events (the subset of the auditable events defined in AU-2 a.) along with the frequency of (or situation requiring) auditing for each identified event].

Supplemental Guidance:  An event is any observable occurrence in an organizational information system. Organizations identify audit events as those events which are significant and relevant to the security of information systems and the environments in which those systems operate in order to meet specific and ongoing audit needs. Audit events can include, for example, password changes, failed logons, or failed accesses related to information systems, administrative privilege usage, PIV credential usage, or third-party credential usage. In determining the set of auditable events, organizations consider the auditing appropriate for each of the security controls to be implemented. To balance auditing requirements with other information system needs, this control also requires identifying that subset of auditable events that are audited at a given point in time. For example, organizations may determine that information systems must have the capability to log every file access both successful and unsuccessful, but not activate that capability except for specific circumstances due to the potential burden on system performance. Auditing requirements, including the need for auditable events, may be referenced in other security controls and control enhancements. Organizations also include auditable events that are required by applicable federal laws, Executive Orders, directives, policies, regulations, and standards. Audit records can be generated at various levels of abstraction, including at the packet level as information traverses the network. Selecting the appropriate level of abstraction is a critical aspect of an audit capability and can facilitate the identification of root causes to problems. Organizations consider in the definition of auditable events, the auditing necessary to cover related events such as the steps in distributed, transaction-based processes (e.g., processes that are distributed across multiple organizations) and actions that occur in service-oriented architectures. Related controls: AC-6, AC-17, AU-3, AU-12, MA-4, MP-2, MP-4, SI-4.

References: NIST Special Publication 800-92; Web: http://idmanagement.gov.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-3		CONTENT OF AUDIT RECORDS		The information system generates audit records containing information that establishes what type of event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of any individuals or subjects associated with the event.

Supplemental Guidance:  Audit record content that may be necessary to satisfy the requirement of this control, includes, for example, time stamps, source and destination addresses, user/process identifiers, event descriptions, success/fail indications, filenames involved, and access control or flow control rules invoked. Event outcomes can include indicators of event success or failure and event-specific results (e.g., the security state of the information system after the event occurred). Related controls: AU-2, AU-8, AU-12, SI-11.

References: None.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-3 (1)		CONTENT OF AUDIT RECORDS | ADDITIONAL AUDIT INFORMATION		The information system generates audit records containing the following additional information: [Assignment: organization-defined additional, more detailed information].

Supplemental Guidance:  Detailed information that organizations may consider in audit records includes, for example, full text recording of privileged commands or the individual identities of group account users. Organizations consider limiting the additional audit information to only that information explicitly needed for specific audit requirements. This facilitates the use of audit trails and audit logs by not including information that could potentially be misleading or could make it more difficult to locate information of interest.


		High		AUDIT AND ACCOUNTABILITY		AU-3 (2)		CONTENT OF AUDIT RECORDS | CENTRALIZED MANAGEMENT OF PLANNED AUDIT RECORD CONTENT		The information system provides centralized management and configuration of the content to be captured in audit records generated by [Assignment: organization-defined information system components].

Supplemental Guidance: This control enhancement requires that the content to be captured in audit records be configured from a central location (necessitating automation). Organizations coordinate the selection of required audit content to support the centralized management and configuration capability provided by the information system. Related controls: AU-6, AU-7.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-4		AUDIT STORAGE CAPACITY		The organization allocates audit record storage capacity in accordance with [Assignment:
organization-defined audit record storage requirements].

Supplemental Guidance:  Organizations consider the types of auditing to be performed and the audit processing requirements when allocating audit storage capacity. Allocating sufficient audit storage capacity reduces the likelihood of such capacity being exceeded and resulting in the potential loss or reduction of auditing capability. Related controls: AU-2, AU-5, AU-6, AU-7, AU-11, SI-4.

References: None.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-5		RESPONSE TO AUDIT PROCESSING FAILURES		The information system:
 a. Alerts [Assignment: organization-defined personnel or roles] in the event of an audit processing failure; and
 b. Takes the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shut down information system, overwrite oldest audit records, stop generating audit records)].

Supplemental Guidance:  Audit processing failures include, for example, software/hardware errors, failures in the audit capturing mechanisms, and audit storage capacity being reached or exceeded. Organizations may choose to define additional actions for different audit processing failures (e.g., by type, by location, by severity, or a combination of such factors). This control applies to each audit data storage repository (i.e., distinct information system component where audit records are stored), the total audit storage capacity of organizations (i.e., all audit data storage repositories combined), or both. Related controls: AU-4, SI-12.

References: None.


		High		AUDIT AND ACCOUNTABILITY		AU-5 (1)		RESPONSE TO AUDIT PROCESSING FAILURES | AUDIT STORAGE CAPACITY		The information system provides a warning to [Assignment: organization-defined personnel, roles, and/or locations] within [Assignment: organization-defined time period] when allocated audit record storage volume reaches [Assignment: organization-defined percentage] of repository maximum audit record storage capacity.

Supplemental Guidance:  Organizations may have multiple audit data storage repositories distributed across multiple information system components, with each repository having different storage volume capacities.


		High		AUDIT AND ACCOUNTABILITY		AU-5 (2)		RESPONSE TO AUDIT PROCESSING FAILURES | REAL-TIME ALERTS		The information system provides an alert in [Assignment: organization-defined real-time period] to [Assignment: organization-defined personnel, roles, and/or locations] when the following audit failure events occur: [Assignment: organization-defined audit failure events requiring real-time alerts].

Supplemental Guidance:  Alerts provide organizations with urgent messages. Real-time alerts provide these messages at information technology speed (i.e., the time from event detection to alert occurs in seconds or less).


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-6 (1)		AUDIT REVIEW, ANALYSIS, AND REPORTING | PROCESS INTEGRATION		The organization employs automated mechanisms to integrate audit review, analysis, and reporting processes to support organizational processes for investigation and response to suspicious activities.

Supplemental Guidance:  Organizational processes benefiting from integrated audit review, analysis, and reporting include, for example, incident response, continuous monitoring, contingency planning, and Inspector General audits. Related controls: AU-12, PM-7.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-6 (3)		AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATE AUDIT REPOSITORIES		The organization analyzes and correlates audit records across different repositories to gain organization-wide situational awareness.

Supplemental Guidance:  Organization-wide situational awareness includes awareness across all three tiers of risk management (i.e., organizational, mission/business process, and information system) and supports cross-organization awareness. Related controls: AU-12, IR-4.


		High		AUDIT AND ACCOUNTABILITY		AU-6 (4)		AUDIT REVIEW, ANALYSIS, AND REPORTING | CENTRAL REVIEW AND ANALYSIS		The information system provides the capability to centrally review and analyze audit records from multiple components within the system.

Supplemental Guidance:  Automated mechanisms for centralized reviews and analyses include, for example, Security Information Management products. Related controls: AU-2, AU-12.


		High		AUDIT AND ACCOUNTABILITY		AU-6 (7)		AUDIT REVIEW, ANALYSIS, AND REPORTING | PERMITTED ACTIONS		The organization specifies the permitted actions for each [Selection (one or more): information system process; role; user] associated with the review, analysis, and reporting of audit information.

Supplemental Guidance:  Organizations specify permitted actions for information system processes, roles, and/or users associated with the review, analysis, and reporting of audit records through account management techniques. Specifying permitted actions on audit information is a way to enforce the principle of least privilege. Permitted actions are enforced by the information system and include, for example, read, write, execute, append, and delete.


		High		AUDIT AND ACCOUNTABILITY		AU-6 (10)		AUDIT REVIEW, ANALYSIS, AND REPORTING | AUDIT LEVEL ADJUSTMENT		The organization adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk based on law enforcement information, intelligence information, or other credible sources of information.

Supplemental Guidance:  The frequency, scope, and/or depth of the audit review, analysis, and reporting may be adjusted to meet organizational needs based on new information received.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-7		AUDIT REDUCTION AND REPORT GENERATION		The information system provides an audit reduction and report generation capability that:
 a. Supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents; and
 b. Does not alter the original content or time ordering of audit records.

Supplemental Guidance:  Audit reduction is a process that manipulates collected audit information and organizes such information in a summary format that is more meaningful to analysts. Audit reduction and report generation capabilities do not always emanate from the same information system or from the same organizational entities conducting auditing activities. Audit reduction capability can include, for example, modern data mining techniques with advanced data filters to identify anomalous behavior in audit records. The report generation capability provided by the information system can generate customizable reports. Time ordering of audit records can be a significant issue if the granularity of the timestamp in the record is insufficient. Related control: AU-6.

References: None.

		Mod to High		AUDIT AND ACCOUNTABILITY		AU-7 (1)		AUDIT REDUCTION AND REPORT GENERATION | AUTOMATIC PROCESSING		The information system provides the capability to process audit records for events of interest based on [Assignment: organization-defined audit fields within audit records].

Supplemental Guidance:  Events of interest can be identified by the content of specific audit record fields including, for example, identities of individuals, event types, event locations, event times, event dates, system resources involved, IP addresses involved, or information objects accessed. Organizations may define audit event criteria to any degree of granularity required, for example, locations selectable by general networking location (e.g., by network or subnetwork) or selectable by specific information system component. Related controls: AU-2, AU-12.

		Mod to High		AUDIT AND ACCOUNTABILITY		AU-8		TIME STAMPS		The information system:
 a. Uses internal system clocks to generate time stamps for audit records; and
 b. Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT) and meets [Assignment: organization-defined granularity of time measurement].

Supplemental Guidance:  Time stamps generated by the information system include date and time. Time is commonly expressed in Coordinated Universal Time (UTC), a modern continuation of Greenwich Mean Time (GMT), or local time with an offset from UTC. Granularity of time measurements refers to the degree of synchronization between information system clocks and reference clocks, for example, clocks synchronizing within hundreds of milliseconds or within tens of milliseconds. Organizations may define different time granularities for different system components. Time service can also be critical to other security capabilities such as access control and identification and authentication, depending on the nature of the mechanisms used to support those capabilities. Related controls: AU-3, AU-12.

References: None.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-8 (1)		TIME STAMPS | SYNCHRONIZATION WITH AUTHORITATIVE TIME SOURCE		The information system:
 (a)   Compares the internal information system clocks [Assignment: organization-defined frequency] with [Assignment: organization-defined authoritative time source]; and
 (b)   Synchronizes the internal system clocks to the authoritative time source when the time difference is greater than [Assignment: organization-defined time period].

Supplemental Guidance:  This control enhancement provides uniformity of time stamps for information systems with multiple system clocks and systems connected over a network.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-9		PROTECTION OF AUDIT INFORMATION		The information system protects audit information and audit tools from unauthorized access, modification, and deletion.

Supplemental Guidance:  Audit information includes all information (e.g., audit records, audit settings, and audit reports) needed to successfully audit information system activity. This control focuses on technical protection of audit information. Physical protection of audit information is addressed by media protection controls and physical and environmental protection controls. Related controls: AC-3, AC-6, MP-2, MP-4, PE-2, PE-3, PE-6.

References: None.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-9 (2)		PROTECTION OF AUDIT INFORMATION | AUDIT BACKUP ON SEPARATE PHYSICAL SYSTEMS / COMPONENTS		The information system backs up audit records [Assignment: organization-defined frequency] onto a physically different system or system component than the system or component being audited.

Supplemental Guidance: This control enhancement helps to ensure that a compromise of the information system being audited does not also result in a compromise of the audit records. Related controls: AU-4, AU-5, AU-11.


		High		AUDIT AND ACCOUNTABILITY		AU-9 (3)		PROTECTION OF AUDIT INFORMATION | CRYPTOGRAPHIC PROTECTION		The information system implements cryptographic mechanisms to protect the integrity of audit information and audit tools.

Supplemental Guidance:  Cryptographic mechanisms used for protecting the integrity of audit information include, for example, signed hash functions using asymmetric cryptography enabling distribution of the public key to verify the hash information while maintaining the confidentiality of the secret key used to generate the hash. Related controls: AU-10, SC-12, SC-13.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-9 (4)		PROTECTION OF AUDIT INFORMATION | ACCESS BY SUBSET OF PRIVILEGED USERS		The organization authorizes access to management of audit functionality to only [Assignment: organization-defined subset of privileged users].

Supplemental Guidance:  Individuals with privileged access to an information system and who are also the subject of an audit by that system, may affect the reliability of audit information by inhibiting audit activities or modifying audit records. This control enhancement requires that privileged access be further defined between audit-related privileges and other privileges, thus limiting the users with audit-related privileges. Related control: AC-5.


		High		AUDIT AND ACCOUNTABILITY		AU-10		NON-REPUDIATION		The information system protects against an individual (or process acting on behalf of an individual) falsely denying having performed [Assignment: organization-defined actions to be covered by non-repudiation].

Supplemental Guidance:  Types of individual actions covered by non-repudiation include, for example, creating information, sending and receiving messages, approving information (e.g., indicating concurrence or signing a contract). Non-repudiation protects individuals against later claims by: (i) authors of not having authored particular documents; (ii) senders of not having transmitted messages; (iii) receivers of not having received messages; or (iv) signatories of not having signed documents. Non-repudiation services can be used to determine if information originated from a particular individual, or if an individual took specific actions (e.g., sending an email, signing a contract, approving a procurement request) or received specific information. Organizations obtain non-repudiation services by employing various techniques or mechanisms (e.g., digital signatures, digital message receipts). Related controls: SC-12, SC-8, SC-13, SC-16, SC-17, SC-23.

References: None.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-11		AUDIT RECORD RETENTION		The organization retains audit records for [Assignment: organization-defined time period consistent with records retention policy] to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.

Supplemental Guidance:  Organizations retain audit records until it is determined that they are no longer needed for administrative, legal, audit, or other operational purposes. This includes, for example, retention and availability of audit records relative to Freedom of Information Act (FOIA) requests, subpoenas, and law enforcement actions. Organizations develop standard categories of audit records relative to such types of actions and standard response processes for each type of action. The National Archives and Records Administration (NARA) General Records Schedules provide federal policy on record retention. Related controls: AU-4, AU-5, AU-9, MP-6.

References: None.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-12		AUDIT GENERATION		The information system:
 a. Provides audit record generation capability for the auditable events defined in AU-2 a. at [Assignment: organization-defined information system components];
 b. Allows [Assignment: organization-defined personnel or roles] to select which auditable events are to be audited by specific components of the information system; and
 c.    Generates audit records for the events defined in AU-2 d. with the content defined in AU-3. 

Supplemental Guidance:  Audit records can be generated from many different information system components. The list of audited events is the set of events for which audits are to be generated. These events are typically a subset of all events for which the information system is capable of generating audit records. Related controls: AC-3, AU-2, AU-3, AU-6, AU-7.

References: None.


		High		AUDIT AND ACCOUNTABILITY		AU-12 (1)		AUDIT GENERATION | SYSTEM-WIDE / TIME-CORRELATED AUDIT TRAIL		The information system compiles audit records from [Assignment: organization-defined information system components] into a system-wide (logical or physical) audit trail that is time- correlated to within [Assignment: organization-defined level of tolerance for relationship between time stamps of individual records in the audit trail].

Supplemental Guidance:  Audit trails are time-correlated if the time stamps in the individual audit records can be reliably related to the time stamps in other audit records to achieve a time ordering of the records within organizational tolerances. Related controls: AU-8, AU-12.


		High		AUDIT AND ACCOUNTABILITY		AU-12 (3)		AUDIT GENERATION | CHANGES BY AUTHORIZED INDIVIDUALS		The information system provides the capability for [Assignment: organization-defined individuals or roles] to change the auditing to be performed on [Assignment: organization-defined information system components] based on [Assignment: organization-defined selectable event criteria] within [Assignment: organization-defined time thresholds].

Supplemental Guidance:  This control enhancement enables organizations to extend or limit auditing as necessary to meet organizational requirements. Auditing that is limited to conserve information system resources may be extended to address certain threat situations. In addition, auditing may be limited to a specific set of events to facilitate audit reduction, analysis, and reporting. Organizations can establish time thresholds in which audit actions are changed, for example, near real-time, within minutes, or within hours. Related control: AU-7.


		Mod to High		SECURITY ASSESSMENT AND AUTHORIZATION		CA-9		INTERNAL SYSTEM CONNECTIONS		The organization:
 a. Authorizes internal connections of [Assignment: organization-defined information system components or classes of components] to the information system; and
 b. Documents, for each internal connection, the interface characteristics, security requirements, and the nature of the information communicated.

Supplemental Guidance:  This control applies to connections between organizational information systems and (separate) constituent system components (i.e., intra-system connections) including, for example, system connections with mobile devices, notebook/desktop computers, printers, copiers, facsimile machines, scanners, sensors, and servers. Instead of authorizing each individual internal connection, organizations can authorize internal connections for a class of components with common characteristics and/or configurations, for example, all digital printers, scanners, and copiers with a specified processing, storage, and transmission capability or all smart phones with a specific baseline configuration. Related controls: AC-3, AC-4, AC-18, AC-19, AU-2, AU-12, CA-7, CM-2, IA-3, SC-7, SI-4.

References: None. 


		Mod to High		CONFIGURATION MANAGEMENT		CM-2 (1)		BASELINE CONFIGURATION | REVIEWS AND UPDATES		The organization reviews and updates the baseline configuration of the information system: 
 (a)   [Assignment: organization-defined frequency];
 (b)   When required due to [Assignment organization-defined circumstances]; and
 (c)   As an integral part of information system component installations and upgrades.

Supplemental Guidance:  Related control: CM-5.


		Mod to High		CONFIGURATION MANAGEMENT		CM-2 (2)		BASELINE CONFIGURATION | AUTOMATION SUPPORT FOR ACCURACY / CURRENCY		The organization employs automated mechanisms to maintain an up-to-date, complete, accurate, and readily available baseline configuration of the information system.

Supplemental Guidance:  Automated mechanisms that help organizations maintain consistent baseline configurations for information systems include, for example, hardware and software inventory tools, configuration management tools, and network management tools. Such tools can be deployed and/or allocated as common controls, at the information system level, or at the operating system or component level (e.g., on workstations, servers, notebook computers, network components, or mobile devices). Tools can be used, for example, to track version numbers on operating system applications, types of software installed, and current patch levels. This control enhancement can be satisfied by the implementation of CM-8 (2) for organizations that choose to combine information system component inventory and baseline configuration activities. Related controls: CM-7, RA-5.


		Mod to High		CONFIGURATION MANAGEMENT		CM-2 (3)		BASELINE CONFIGURATION | RETENTION OF PREVIOUS CONFIGURATIONS		The organization retains [Assignment: organization-defined previous versions of baseline configurations of the information system] to support rollback.

Supplemental Guidance:  Retaining previous versions of baseline configurations to support rollback may include, for example, hardware, software, firmware, configuration files, and configuration records.


		High		CONFIGURATION MANAGEMENT		CM-3 (6)		CONFIGURATION CHANGE CONTROL | CRYPTOGRAPHY MANAGEMENT		The organization ensures that cryptographic mechanisms used to provide [Assignment: organization-defined security safeguards] are under configuration management.

Supplemental Guidance:  Regardless of the cryptographic means employed (e.g., public key, private key, shared secrets), organizations ensure that there are processes and procedures in place to effectively manage those means. For example, if devices use certificates as a basis for identification and authentication, there needs to be a process in place to address the expiration of those certificates. Related control: SC-13.


		Mod to High		CONFIGURATION MANAGEMENT		CM-5 (1)		ACCESS RESTRICTIONS FOR CHANGE | AUTOMATED ACCESS ENFORCEMENT / AUDITING		The information system enforces access restrictions and supports auditing of the enforcement actions.

Supplemental Guidance:  Related controls: AU-2, AU-12, AU-6, CM-3, CM-6.


		Mod to High		CONFIGURATION MANAGEMENT		CM-6		CONFIGURATION SETTINGS		The organization:
 a. Establishes and documents configuration settings for information technology products employed within the information system using [Assignment: organization-defined security configuration checklists] that reflect the most restrictive mode consistent with operational requirements;
 b. Implements the configuration settings;
 c. Identifies, documents, and approves any deviations from established configuration settings for [Assignment: organization-defined information system components] based on [Assignment: organization-defined operational requirements]; and
 d. Monitors and controls changes to the configuration settings in accordance with organizational policies and procedures.

Supplemental Guidance:  Configuration settings are the set of parameters that can be changed in hardware, software, or firmware components of the information system that affect the security posture and/or functionality of the system. Information technology products for which security- related configuration settings can be defined include, for example, mainframe computers, servers (e.g., database, electronic mail, authentication, web, proxy, file, domain name), workstations, input/output devices (e.g., scanners, copiers, and printers), network components (e.g., firewalls, routers, gateways, voice and data switches, wireless access points, network appliances, sensors), operating systems, middleware, and applications. Security-related parameters are those parameters impacting the security state of information systems including the parameters required to satisfy other security control requirements. Security-related parameters include, for example: (i) registry settings; (ii) account, file, directory permission settings; and (iii) settings for functions, ports, protocols, services, and remote connections. Organizations establish organization-wide configuration settings and subsequently derive specific settings for information systems. The established settings become part of the systems configuration baseline.

Common secure configurations (also referred to as security configuration checklists, lockdown
and hardening guides, security reference guides, security technical implementation guides) provide recognized, standardized, and established benchmarks that stipulate secure configuration settings for specific information technology platforms/products and instructions for configuring those information system components to meet operational requirements. Common secure configurations can be developed by a variety of organizations including, for example, information technology product developers, manufacturers, vendors, consortia, academia, industry, federal agencies, and other organizations in the public and private sectors. Common secure configurations include the United States Government Configuration Baseline (USGCB) which affects the implementation of CM-6 and other controls such as AC-19 and CM-7. The Security Content Automation Protocol (SCAP) and the defined standards within the protocol (e.g., Common Configuration Enumeration) provide an effective method to uniquely identify, track, and control configuration settings. OMB establishes federal policy on configuration requirements for federal information systems. Related controls: AC-19, CM-2, CM-3, CM-7, SI-4.

References: OMB Memoranda 07-11, 07-18, 08-22; NIST Special Publications 800-70, 800-128; Web: http://nvd.nist.gov, http://checklists.nist.gov, http://www.nsa.gov.


		Mod to High		CONFIGURATION MANAGEMENT		CM-6 (1)		CONFIGURATION SETTINGS | AUTOMATED CENTRAL MANAGEMENT / APPLICATION / VERIFICATION		The organization employs automated mechanisms to centrally manage, apply, and verify configuration settings for [Assignment: organization-defined information system components].

Supplemental Guidance:  Related controls: CA-7, CM-4.


		High		CONFIGURATION MANAGEMENT		CM-6 (2)		CONFIGURATION SETTINGS | RESPOND TO UNAUTHORIZED CHANGES		The organization employs [Assignment: organization-defined security safeguards] to respond to unauthorized changes to [Assignment: organization-defined configuration settings].

Supplemental Guidance:  Responses to unauthorized changes to configuration settings can include, for example, alerting designated organizational personnel, restoring established configuration settings, or in extreme cases, halting affected information system processing. Related controls: IR-4, SI-7.


		Mod to High		CONFIGURATION MANAGEMENT		CM-7		LEAST FUNCTIONALITY		The organization:
 a. Configures the information system to provide only essential capabilities; and
 b. Prohibits or restricts the use of the following functions, ports, protocols, and/or services: [Assignment: organization-defined prohibited or restricted functions, ports, protocols, and/or services].

Supplemental Guidance:  Information systems can provide a wide variety of functions and services. Some of the functions and services, provided by default, may not be necessary to support essential organizational operations (e.g., key missions, functions). Additionally, it is sometimes convenient to provide multiple services from single information system components, but doing so increases risk over limiting the services provided by any one component. Where feasible, organizations limit component functionality to a single function per device (e.g., email servers or web servers, but not both). Organizations review functions and services provided by information systems or individual components of information systems, to determine which functions and services are candidates for elimination (e.g., Voice Over Internet Protocol, Instant Messaging, auto-execute, and file sharing). Organizations consider disabling unused or unnecessary physical and logical ports/protocols (e.g., Universal Serial Bus, File Transfer Protocol, and Hyper Text Transfer Protocol) on information systems to prevent unauthorized connection of devices, unauthorized transfer of information, or unauthorized tunneling. Organizations can utilize network scanning tools, intrusion detection and prevention systems, and end-point protections such as firewalls and host-based intrusion detection systems to identify and prevent the use of prohibited functions, ports, protocols, and services. Related controls: AC-6, CM-2, RA-5, SA-5, SC-7.

References: DoD Instruction 8551.01.


		Mod to High		CONFIGURATION MANAGEMENT		CM-7 (1)		LEAST FUNCTIONALITY | PERIODIC REVIEW		The organization:
 (a)   Reviews the information system [Assignment: organization-defined frequency] to identify unnecessary and/or nonsecure functions, ports, protocols, and services; and
 (b)   Disables [Assignment: organization-defined functions, ports, protocols, and services within the information system deemed to be unnecessary and/or nonsecure].

Supplemental Guidance:  The organization can either make a determination of the relative security of the function, port, protocol, and/or service or base the security decision on the assessment of other entities. Bluetooth, FTP, and peer-to-peer networking are examples of less than secure protocols. Related controls: AC-18, CM-7, IA-2.


		Mod to High		CONFIGURATION MANAGEMENT		CM-7 (2)		LEAST FUNCTIONALITY | PREVENT PROGRAM EXECUTION		The information system prevents program execution in accordance with [Selection (one or more): [Assignment: organization-defined policies regarding software program usage and restrictions]; rules authorizing the terms and conditions of software program usage].

Supplemental Guidance:  Related controls: CM-8, PM-5.


		Mod to High		CONFIGURATION MANAGEMENT		CM-7 (5)		LEAST FUNCTIONALITY | AUTHORIZED SOFTWARE / WHITELISTING		The organization:
 (a)   Identifies [Assignment: organization-defined software programs authorized to execute on the information system];
 (b)   Employs a deny-all, permit-by-exception policy to allow the execution of authorized software programs on the information system; and
 (c)   Reviews and updates the list of authorized software programs [Assignment: organization- defined frequency].

Supplemental Guidance:  The process used to identify software programs that are authorized to execute on organizational information systems is commonly referred to as whitelisting. In addition to whitelisting, organizations consider verifying the integrity of white-listed software programs using, for example, cryptographic checksums, digital signatures, or hash functions. Verification of white-listed software can occur either prior to execution or at system startup. Related controls: CM-2, CM-6, CM-8, PM-5, SA-10, SC-34, SI-7.


		Mod to High		CONFIGURATION MANAGEMENT		CM-11		USER-INSTALLED SOFTWARE		The organization:
 a. Establishes [Assignment: organization-defined policies] governing the installation of software by users;
 b. Enforces software installation policies through [Assignment: organization-defined methods]; and
 c. Monitors policy compliance at [Assignment: organization-defined frequency].

Supplemental Guidance:  If provided the necessary privileges, users have the ability to install software in organizational information systems. To maintain control over the types of software installed, organizations identify permitted and prohibited actions regarding software installation. Permitted software installations may include, for example, updates and security patches to existing software and downloading applications from organization-approved “app stores.” Prohibited software installations may include, for example, software with unknown or suspect pedigrees or software that organizations consider potentially malicious. The policies organizations select governing user-installed software may be organization-developed or provided by some external entity. Policy enforcement methods include procedural methods (e.g., periodic examination of user accounts), automated methods (e.g., configuration settings implemented on organizational information systems), or both. Related controls: AC-3, CM-2, CM-3, CM-5, CM-6, CM-7, PL-4.

References: None.


		High		CONFIGURATION MANAGEMENT		CM-11 (1)		USER-INSTALLED SOFTWARE | ALERTS FOR UNAUTHORIZED INSTALLATIONS		The information system alerts [Assignment: organization-defined personnel or roles] when the unauthorized installation of software is detected.

Supplemental Guidance:  Related controls: CA-7, SI-4.


		Mod to High		CONTINGENCY PLANNING		CP-2		CONTINGENCY PLAN		The organization:
 a. Develops a contingency plan for the information system that:
   1. Identifies essential missions and business functions and associated contingency requirements;
   2. Provides recovery objectives, restoration priorities, and metrics;
   3. Addresses contingency roles, responsibilities, assigned individuals with contact information;
   4. Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure;
   5. Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and
   6. Is reviewed and approved by [Assignment: organization-defined personnel or roles];
 b. Distributes copies of the contingency plan to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements];
 c. Coordinates contingency planning activities with incident handling activities;
 d. Reviews the contingency plan for the information system [Assignment: organization-defined frequency];
 e. Updates the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing;
 f. Communicates contingency plan changes to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements]; and
 g. Protects the contingency plan from unauthorized disclosure and modification.

Supplemental Guidance:  Contingency planning for information systems is part of an overall organizational program for achieving continuity of operations for mission/business functions. Contingency planning addresses both information system restoration and implementation of alternative mission/business processes when systems are compromised. The effectiveness of contingency planning is maximized by considering such planning throughout the phases of the system development life cycle. Performing contingency planning on hardware, software, and firmware development can be an effective means of achieving information system resiliency. Contingency plans reflect the degree of restoration required for organizational information systems since not all systems may need to fully recover to achieve the level of continuity of operations desired. Information system recovery objectives reflect applicable laws, Executive Orders, directives, policies, standards, regulations, and guidelines. In addition to information system availability, contingency plans also address other security-related events resulting in a reduction in mission and/or business effectiveness, such as malicious attacks compromising the confidentiality or integrity of information systems. Actions addressed in contingency plans include, for example, orderly/graceful degradation, information system shutdown, fallback to a manual mode, alternate information flows, and operating in modes reserved for when systems are under attack. By closely coordinating contingency planning with incident handling activities, organizations can ensure that the necessary contingency planning activities are in place and activated in the event of a security incident. Related controls: AC-14, CP-6, CP-7, CP-8, CP-9, CP-10, IR-4, IR-8, MP-2, MP-4, MP-5, PM-8, PM-11.

References: Federal Continuity Directive 1; NIST Special Publication 800-34.


		Mod to High		CONTINGENCY PLANNING		CP-2 (8)		CONTINGENCY PLAN | IDENTIFY CRITICAL ASSETS		The organization identifies critical information system assets supporting essential missions and business functions.

Supplemental Guidance:  Organizations may choose to carry out the contingency planning activities in this control enhancement as part of organizational business continuity planning including, for example, as part of business impact analyses. Organizations identify critical information system assets so that additional safeguards and countermeasures can be employed (above and beyond those safeguards and countermeasures routinely implemented) to help ensure that organizational missions/business functions can continue to be conducted during contingency operations. In addition, the identification of critical information assets facilitates the prioritization of organizational resources. Critical information system assets include technical and operational aspects. Technical aspects include, for example, information technology services, information system components, information technology products, and mechanisms. Operational aspects include, for example, procedures (manually executed operations) and personnel (individuals operating technical safeguards and/or executing manual procedures). Organizational program protection plans can provide assistance in identifying critical assets. Related controls: SA-14, SA-15.


		Mod to High		CONTINGENCY PLANNING		CP-9		INFORMATION SYSTEM BACKUP		The organization:
a. Conducts backups of user-level information contained in the information system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];
b. Conducts backups of system-level information contained in the information system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];
c. Conducts backups of information system documentation including security-related documentation [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives]; and
d. Protects the confidentiality, integrity, and availability of backup information at storage locations.

Supplemental Guidance:  System-level information includes, for example, system-state information, operating system and application software, and licenses. User-level information includes any information other than system-level information. Mechanisms employed by organizations to protect the integrity of information system backups include, for example, digital signatures and cryptographic hashes. Protection of system backup information while in transit is beyond the
scope of this control. Information system backups reflect the requirements in contingency plans as well as other organizational requirements for backing up information. Related controls: CP-2, CP-6, MP-4, MP-5, SC-13.

References: NIST Special Publication 800-34.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-2		IDENTIFICATION AND AUTHENTICATION
(ORGANIZATIONAL USERS)		The information system uniquely identifies and authenticates organizational users (or processes acting on behalf of organizational users).

Supplemental Guidance:  Organizational users include employees or individuals that organizations deem to have equivalent status of employees (e.g., contractors, guest researchers). This control applies to all accesses other than: (i) accesses that are explicitly identified and documented in AC-14; and (ii) accesses that occur through authorized use of group authenticators without individual authentication. Organizations may require unique identification of individuals in group accounts (e.g., shared privilege accounts) or for detailed accountability of individual activity. Organizations employ passwords, tokens, or biometrics to authenticate user identities, or in the case multifactor authentication, or some combination thereof. Access to organizational information systems is defined as either local access or network access. Local access is any access to organizational information systems by users (or processes acting on behalf of users) where such access is
obtained by direct connections without the use of networks. Network access is access to organizational information systems by users (or processes acting on behalf of users) where such access is obtained through network connections (i.e., nonlocal accesses). Remote access is a type of network access that involves communication through external networks (e.g., the Internet). Internal networks include local area networks and wide area networks. In addition, the use of encrypted virtual private networks (VPNs) for network connections between organization- controlled endpoints and non-organization controlled endpoints may be treated as internal networks from the perspective of protecting the confidentiality and integrity of information traversing the network.

Organizations can satisfy the identification and authentication requirements in this control by complying with the requirements in Homeland Security Presidential Directive 12 consistent with the specific organizational implementation plans. Multifactor authentication requires the use of two or more different factors to achieve authentication. The factors are defined as: (i) something you know (e.g., password, personal identification number [PIN]); (ii) something you have (e.g.,
cryptographic identification device, token); or (iii) something you are (e.g., biometric). Multifactor solutions that require devices separate from information systems gaining access include, for example, hardware tokens providing time-based or challenge-response authenticators and smart cards such as the U.S. Government Personal Identity Verification card and the DoD common access card. In addition to identifying and authenticating users at the information system level
(i.e., at logon), organizations also employ identification and authentication mechanisms at the application level, when necessary, to provide increased information security. Identification and authentication requirements for other than organizational users are described in IA-8. Related controls: AC-2, AC-3, AC-14, AC-17, AC-18, IA-4, IA-5, IA-8.

References: HSPD-12; OMB Memoranda 04-04, 06-16, 11-11; FIPS Publication 201; NIST Special Publications 800-63, 800-73, 800-76, 800-78; FICAM Roadmap and Implementation Guidance; Web: http://idmanagement.gov.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-2 (1)		IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO PRIVILEGED ACCOUNTS		The information system implements multifactor authentication for network access to privileged accounts.

Supplemental Guidance:  Related control: AC-6.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-2 (2)		IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS		The information system implements multifactor authentication for network access to non- privileged accounts.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-2 (3)		IDENTIFICATION AND AUTHENTICATION | LOCAL ACCESS TO PRIVILEGED ACCOUNTS		The information system implements multifactor authentication for local access to privileged accounts.

Supplemental Guidance:  Related control: AC-6.


		High		IDENTIFICATION AND AUTHENTICATION		IA-2 (4)		IDENTIFICATION AND AUTHENTICATION | LOCAL ACCESS TO NON-PRIVILEGED ACCOUNTS		The information system implements multifactor authentication for local access to non-privileged accounts.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-2 (5)		IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) |
GROUP AUTHENTICATION		The organization requires individuals to be authenticated with an individual authenticator when a group authenticator is employed.

Supplemental Guidance:  Requiring individuals to use individual authenticators as a second level of authentication helps organizations to mitigate the risk of using group authenticators.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-2 (8)		IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO PRIVILEGED ACCOUNTS - REPLAY RESISTANT		The information system implements replay-resistant authentication mechanisms for network access to privileged accounts.

Supplemental Guidance:  Authentication processes resist replay attacks if it is impractical to achieve successful authentications by replaying previous authentication messages. Replay- resistant techniques include, for example, protocols that use nonces or challenges such as Transport Layer Security (TLS) and time synchronous or challenge-response one-time authenticators.


		High		IDENTIFICATION AND AUTHENTICATION		IA-2 (9)		IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS - REPLAY RESISTANT		The information system implements replay-resistant authentication mechanisms for network access to non-privileged accounts.

Supplemental Guidance:  Authentication processes resist replay attacks if it is impractical to achieve successful authentications by recording/replaying previous authentication messages. Replay-resistant techniques include, for example, protocols that use nonces or challenges such as Transport Layer Security (TLS) and time synchronous or challenge-response one-time authenticators.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-2 (12)		IDENTIFICATION AND AUTHENTICATION | ACCEPTANCE OF PIV CREDENTIALS		The information system accepts and electronically verifies Personal Identity Verification (PIV)
credentials.

Supplemental Guidance:  This control enhancement applies to organizations implementing logical access control systems (LACS) and physical access control systems (PACS). Personal Identity Verification (PIV) credentials are those credentials issued by federal agencies that conform to FIPS Publication 201 and supporting guidance documents. OMB Memorandum 11-11 requires federal agencies to continue implementing the requirements specified in HSPD-12 to enable agency-wide use of PIV credentials. Related controls: AU-2, PE-3, SA-4.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-3		DEVICE IDENTIFICATION AND AUTHENTICATION		The information system uniquely identifies and authenticates [Assignment: organization- defined specific and/or types of devices] before establishing a [Selection (one or more): local; remote; network] connection.

Supplemental Guidance: Organizational devices requiring unique device-to-device identification and authentication may be defined by type, by device, or by a combination of type/device. Information systems typically use either shared known information (e.g., Media Access Control [MAC] or Transmission Control Protocol/Internet Protocol [TCP/IP] addresses) for device identification or organizational authentication solutions (e.g., IEEE 802.1x and Extensible Authentication Protocol [EAP], Radius server with EAP-Transport Layer Security [TLS] authentication, Kerberos) to identify/authenticate devices on local and/or wide area networks. Organizations determine the required strength of authentication mechanisms by the security categories of information systems. Because of the challenges of applying this control on large scale, organizations are encouraged to only apply the control to those limited number (and type) of devices that truly need to support this capability. Related controls: AC-17, AC-18, AC-19, CA-3, IA-4, IA-5.

References: None.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-4 (4)		IDENTIFIER MANAGEMENT | IDENTIFY USER STATUS		The organization manages individual identifiers by uniquely identifying each individual as
[Assignment: organization-defined characteristic identifying individual status].

Supplemental Guidance:  Characteristics identifying the status of individuals include, for example, contractors and foreign nationals. Identifying the status of individuals by specific characteristics provides additional information about the people with whom organizational personnel are communicating. For example, it might be useful for a government employee to know that one of the individuals on an email message is a contractor. Related control: AT-2.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-5 (1)		AUTHENTICATOR MANAGEMENT | PASSWORD-BASED AUTHENTICATION		The information system, for password-based authentication:
 (a)   Enforces minimum password complexity of [Assignment: organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type];
 (b)   Enforces at least the following number of changed characters when new passwords are created: [Assignment: organization-defined number];
 (c)   Stores and transmits only encrypted representations of passwords;
 (d)   Enforces password minimum and maximum lifetime restrictions of [Assignment: organization- defined numbers for lifetime minimum, lifetime maximum];
 (e)   Prohibits password reuse for [Assignment: organization-defined number] generations; and
 (f) Allows the use of a temporary password for system logons with an immediate change to a permanent password.

Supplemental Guidance:  This control enhancement applies to single-factor authentication of individuals using passwords as individual or group authenticators, and in a similar manner, when passwords are part of multifactor authenticators. This control enhancement does not apply when passwords are used to unlock hardware authenticators (e.g., Personal Identity Verification cards). The implementation of such password mechanisms may not meet all of the requirements in the enhancement. Encrypted representations of passwords include, for example, encrypted versions of passwords and one-way cryptographic hashes of passwords. The number of changed characters refers to the number of changes required with respect to the total number of positions in the current password. Password lifetime restrictions do not apply to temporary passwords. Related control: IA-6.


		Mod to High		IDENTIFICATION AND AUTHENTICATION		IA-6		AUTHENTICATOR FEEDBACK		The information system obscures feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.

Supplemental Guidance:  The feedback from information systems does not provide information that would allow unauthorized individuals to compromise authentication mechanisms. For some types of information systems or system components, for example, desktops/notebooks with relatively large monitors, the threat (often referred to as shoulder surfing) may be significant. For other types of systems or components, for example, mobile devices with 2-4 inch screens, this threat may be less significant, and may need to be balanced against the increased likelihood of typographic input errors due to the small keyboards. Therefore, the means for obscuring the authenticator feedback is selected accordingly. Obscuring the feedback of authentication information includes, for example, displaying asterisks when users type passwords into input devices, or displaying feedback for a very limited time before fully obscuring it. Related control: PE-18.

Control Enhancements:  None.

References:  None.


		High		INCIDENT RESPONSE		IR-4 (2)		INCIDENT HANDLING | DYNAMIC RECONFIGURATION		The organization includes dynamic reconfiguration of [Assignment: organization-defined information system components] as part of the incident response capability.

Supplemental Guidance:  Dynamic reconfiguration includes, for example, changes to router rules, access control lists, intrusion detection/prevention system parameters, and filter rules for firewalls and gateways. Organizations perform dynamic reconfiguration of information systems, for example, to stop attacks, to misdirect attackers, and to isolate components of systems, thus limiting the extent of the damage from breaches or compromises. Organizations include time frames for achieving the reconfiguration of information systems in the definition of the reconfiguration capability, considering the potential need for rapid response in order to effectively address sophisticated cyber threats. Related controls: AC-2, AC-4, AC-16, CM-2, CM-3, CM-4.


		Mod to High		INCIDENT RESPONSE		IR-6 (1)		INCIDENT REPORTING | AUTOMATED REPORTING		The organization employs automated mechanisms to assist in the reporting of security incidents.

Supplemental Guidance:  Related control: IR-7.


		Mod to High		MAINTENANCE		MA-4		NONLOCAL MAINTENANCE		The organization:
 a. Approves and monitors nonlocal maintenance and diagnostic activities;
 b. Allows the use of nonlocal maintenance and diagnostic tools only as consistent with organizational policy and documented in the security plan for the information system;
 c. Employs strong authenticators in the establishment of nonlocal maintenance and diagnostic sessions;
 d. Maintains records for nonlocal maintenance and diagnostic activities; and
 e. Terminates session and network connections when nonlocal maintenance is completed.

Supplemental Guidance:  Nonlocal maintenance and diagnostic activities are those activities conducted by individuals communicating through a network, either an external network (e.g., the Internet) or an internal network. Local maintenance and diagnostic activities are those activities carried out by individuals physically present at the information system or information system component and not communicating across a network connection. Authentication techniques used in the establishment of nonlocal maintenance and diagnostic sessions reflect the network access requirements in IA-2. Typically, strong authentication requires authenticators that are resistant to replay attacks and employ multifactor authentication. Strong authenticators include, for example, PKI where certificates are stored on a token protected by a password, passphrase, or biometric.  Enforcing requirements in MA-4 is accomplished in part by other controls. Related controls: AC-2, AC-3, AC-6, AC-17, AU-2, AU-3, IA-2, IA-4, IA-5, IA-8, MA-2, MA-5, MP-6, PL-2, SC-7, SC-10, SC-17.

References: FIPS Publications 140-2, 197, 201; NIST Special Publications 800-63, 800-88; CNSS Policy 15.


		High		MAINTENANCE		MA-4 (6)		NONLOCAL MAINTENANCE | CRYPTOGRAPHIC PROTECTION		The information system implements cryptographic mechanisms to protect the integrity and confidentiality of nonlocal maintenance and diagnostic communications.

Supplemental Guidance:  Related controls: SC-8, SC-13.


		High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-18		LOCATION OF INFORMATION SYSTEM COMPONENTS		The organization positions information system components within the facility to minimize potential damage from [Assignment: organization-defined physical and environmental hazards] and to minimize the opportunity for unauthorized access.

Supplemental Guidance:  Physical and environmental hazards include, for example, flooding, fire, tornados, earthquakes, hurricanes, acts of terrorism, vandalism, electromagnetic pulse, electrical interference, and other forms of incoming electromagnetic radiation. In addition, organizations consider the location of physical entry points where unauthorized individuals, while not being granted access, might nonetheless be in close proximity to information systems and therefore increase the potential for unauthorized access to organizational communications (e.g., through the use of wireless sniffers or microphones). Related controls: CP-2, PE-19, RA-3.

References: None.


		Mod to High		SYSTEM AND SERVICES ACQUISITION		SA-4 (10)		ACQUISITION PROCESS | USE OF APPROVED PIV PRODUCTS		The organization employs only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within organizational information systems.

Supplemental Guidance:  Related controls: IA-2; IA-8.


		High		SYSTEM AND SERVICES ACQUISITION		SA-12		SUPPLY CHAIN PROTECTION		The organization protects against supply chain threats to the information system, system component, or information system service by employing [Assignment: organization-defined security safeguards] as part of a comprehensive, defense-in-breadth information security strategy.

Supplemental Guidance:  Information systems (including system components that compose those systems) need to be protected throughout the system development life cycle (i.e., during design, development, manufacturing, packaging, assembly, distribution, system integration, operations, maintenance, and retirement). Protection of organizational information systems is accomplished through threat awareness, by the identification, management, and reduction of vulnerabilities at each phase of the life cycle and the use of complementary, mutually reinforcing strategies to respond to risk. Organizations consider implementing a standardized process to address supply chain risk with respect to information systems and system components, and to educate the acquisition workforce on threats, risk, and required security controls. Organizations use the acquisition/procurement processes to require supply chain entities to implement necessary security safeguards to: (i) reduce the likelihood of unauthorized modifications at each stage in the supply chain; and (ii) protect information systems and information system components, prior to taking delivery of such systems/components. This control enhancement also applies to information
system services. Security safeguards include, for example: (i) security controls for development systems, development facilities, and external connections to development systems; (ii) vetting development personnel; and (iii) use of tamper-evident packaging during shipping/warehousing. Methods for reviewing and protecting development plans, evidence, and documentation are commensurate with the security category or classification level of the information system. Contracts may specify documentation protection requirements. Related controls: AT-3, CM-8, IR-
4, PE-16, PL-8, SA-3, SA-4, SA-8, SA-10, SA-14, SA-15, SA-18, SA-19, SC-29, SC-30, SC-38, SI-7.

References: NIST Special Publication 800-161; NIST Interagency Report 7622.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-2		APPLICATION PARTITIONING		The information system separates user functionality (including user interface services) from information system management functionality.

Supplemental Guidance:  Information system management functionality includes, for example, functions necessary to administer databases, network components, workstations, or servers, and typically requires privileged user access. The separation of user functionality from information system management functionality is either physical or logical. Organizations implement separation of system management-related functionality from user functionality by using different computers, different central processing units, different instances of operating systems, different network addresses, virtualization techniques, or combinations of these or other methods, as appropriate. This type of separation includes, for example, web administrative interfaces that use separate authentication methods for users of any other information system resources. Separation of system and user functionality may include isolating administrative interfaces on different domains and with additional access controls. Related controls: SA-4, SA-8, SC-3.

References: None.


		High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-3		SECURITY FUNCTION ISOLATION		The information system isolates security functions from nonsecurity functions.

Supplemental Guidance:  The information system isolates security functions from nonsecurity functions by means of an isolation boundary (implemented via partitions and domains). Such isolation controls access to and protects the integrity of the hardware, software, and firmware that perform those security functions. Information systems implement code separation (i.e., separation of security functions from nonsecurity functions) in a number of ways, including, for example, through the provision of security kernels via processor rings or processor modes. For non-kernel code, security function isolation is often achieved through file system protections that serve to protect the code on disk, and address space protections that protect executing code. Information systems restrict access to security functions through the use of access control mechanisms and by implementing least privilege capabilities. While the ideal is for all of the code within the security function isolation boundary to only contain security-relevant code, it is sometimes necessary to include nonsecurity functions within the isolation boundary as an exception. Related controls: AC-
3, AC-6, SA-4, SA-5, SA-8, SA-13, SC-2, SC-7, SC-39.

References: None.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (7)		BOUNDARY PROTECTION | PREVENT SPLIT TUNNELING FOR REMOTE DEVICES		The information system, in conjunction with a remote device, prevents the device from simultaneously establishing non-remote connections with the system and communicating via some other connection to resources in external networks.

Supplemental Guidance:  This control enhancement is implemented within remote devices (e.g., notebook computers) through configuration settings to disable split tunneling in those devices, and by preventing those configuration settings from being readily configurable by users. This control enhancement is implemented within the information system by the detection of split tunneling (or of configuration settings that allow split tunneling) in the remote device, and by prohibiting the connection if the remote device is using split tunneling. Split tunneling might be desirable by remote users to communicate with local information system resources such as printers/file servers. However, split tunneling would in effect allow unauthorized external connections, making the system more vulnerable to attack and to exfiltration of organizational information. The use of VPNs for remote connections, when adequately provisioned with appropriate security controls, may provide the organization with sufficient assurance that it can effectively treat such connections as non-remote connections from the confidentiality and integrity perspective. VPNs thus provide a means for allowing non-remote communications paths from remote devices. The use of an adequately provisioned VPN does not eliminate the need for preventing split tunneling.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (12)		BOUNDARY PROTECTION | HOST-BASED PROTECTION		The organization implements [Assignment: organization-defined host-based boundary protection mechanisms] at [Assignment: organization-defined information system components].

Supplemental Guidance:  Host-based boundary protection mechanisms include, for example, host-based firewalls. Information system components employing host-based boundary protection mechanisms include, for example, servers, workstations, and mobile devices.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-8		TRANSMISSION CONFIDENTIALITY AND INTEGRITY		The information system protects the [Selection (one or more): confidentiality; integrity] of transmitted information.

Supplemental Guidance:  This control applies to both internal and external networks and all types of information system components from which information can be transmitted (e.g., servers, mobile devices, notebook computers, printers, copiers, scanners, facsimile machines). Communication paths outside the physical protection of a controlled boundary are exposed to the possibility of interception and modification. Protecting the confidentiality and/or integrity of organizational information can be accomplished by physical means (e.g., by employing physical distribution systems) or by logical means (e.g., employing encryption techniques). Organizations relying on commercial providers offering transmission services as commodity services rather than as fully dedicated services (i.e., services which can be highly specialized to individual customer needs), may find it difficult to obtain the necessary assurances regarding the implementation of needed security controls for transmission confidentiality/integrity. In such situations, organizations determine what types of confidentiality/integrity services are available in standard, commercial telecommunication service packages. If it is infeasible or impractical to obtain the necessary security controls and assurances of control effectiveness through appropriate contracting vehicles, organizations implement appropriate compensating security controls or explicitly accept the additional risk. Related controls: AC-17, PE-4.

References: FIPS Publications 140-2, 197; NIST Special Publications 800-52, 800-77, 800-81, 800-113; CNSS Policy 15; NSTISSI No. 7003.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-8 (1)		TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CRYPTOGRAPHIC OR ALTERNATE PHYSICAL PROTECTION		The information system implements cryptographic mechanisms to [Selection (one or more): prevent unauthorized disclosure of information; detect changes to information] during transmission unless otherwise protected by [Assignment: organization-defined alternative physical safeguards].

Supplemental Guidance: Encrypting information for transmission protects information from unauthorized disclosure and modification. Cryptographic mechanisms implemented to protect information integrity include, for example, cryptographic hash functions which have common application in digital signatures, checksums, and message authentication codes. Alternative physical security safeguards include, for example, protected distribution systems. Related control: SC-13.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-10		NETWORK DISCONNECT		The information system terminates the network connection associated with a communications session at the end of the session or after [Assignment: organization-defined time period] of inactivity.
Supplemental Guidance:  This control applies to both internal and external networks. Terminating network connections associated with communications sessions include, for example, de-allocating associated TCP/IP address/port pairs at the operating system level, or de-allocating networking assignments at the application level if multiple application sessions are using a single, operating system-level network connection. Time periods of inactivity may be established by organizations and include, for example, time periods by type of network access or for specific network accesses.
Control Enhancements:  None.

References:  None.

		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-12		CRYPTOGRAPHIC KEY ESTABLISHMENT AND
MANAGEMENT		The organization establishes and manages cryptographic keys for required cryptography employed within the information system in accordance with [Assignment: organization-defined requirements for key generation, distribution, storage, access, and destruction].

Supplemental Guidance:  Cryptographic key management and establishment can be performed using manual procedures or automated mechanisms with supporting manual procedures. Organizations define key management requirements in accordance with applicable federal laws, Executive Orders, directives, regulations, policies, standards, and guidance, specifying appropriate options, levels, and parameters. Organizations manage trust stores to ensure that only approved trust anchors are in such trust stores. This includes certificates with visibility external to organizational information systems and certificates related to the internal operations of systems. Related controls: SC-13, SC-17.

References: NIST Special Publications 800-56, 800-57.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-12 (2)		CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT |
SYMMETRIC KEYS		The organization produces, controls, and distributes symmetric cryptographic keys using [Selection: NIST FIPS-compliant; NSA-approved] key management technology and processes.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-12 (3)		CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT |
ASYMMETRIC KEYS		The organization produces, controls, and distributes asymmetric cryptographic keys using [Selection: NSA-approved key management technology and processes; approved PKI Class 3 certificates or prepositioned keying material; approved PKI Class 3 or Class 4 certificates and hardware security tokens that protect the user’s private key].


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-13		CRYPTOGRAPHIC PROTECTION		The information system implements [Assignment: organization-defined cryptographic uses and type of cryptography required for each use] in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and standards.

Supplemental Guidance:  Cryptography can be employed to support a variety of security solutions including, for example, the protection of classified and Controlled Unclassified Information, the provision of digital signatures, and the enforcement of information separation when authorized individuals have the necessary clearances for such information but lack the necessary formal access approvals. Cryptography can also be used to support random number generation and hash generation. Generally applicable cryptographic standards include FIPS-validated cryptography and NSA-approved cryptography. This control does not impose any requirements on organizations to use cryptography. However, if cryptography is required based on the selection of other security controls, organizations define each type of cryptographic use and the type of cryptography required (e.g., protection of classified information: NSA-approved cryptography; provision of digital signatures: FIPS-validated cryptography). Related controls: AC-2, AC-3, AC-7, AC-17, AC-18, AU-9, AU-10, CM-11, CP-9, IA-3, IA-7, MA-4, MP-2, MP-4, MP-5, SA-4, SC-8, SC-12, SC-28, SI-7.

References: FIPS Publication 140; Web: http://csrc.nist.gov/cryptval, http://www.cnss.gov.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-18		MOBILE CODE		The organization:
 a. Defines acceptable and unacceptable mobile code and mobile code technologies;
 b. Establishes usage restrictions and implementation guidance for acceptable mobile code and mobile code technologies; and
 c. Authorizes, monitors, and controls the use of mobile code within the information system.

Supplemental Guidance:  Decisions regarding the employment of mobile code within organizational information systems are based on the potential for the code to cause damage to the systems if used maliciously. Mobile code technologies include, for example, Java, JavaScript, ActiveX, Postscript, PDF, Shockwave movies, Flash animations, and VBScript. Usage restrictions and implementation guidance apply to both the selection and use of mobile code installed on servers and mobile code downloaded and executed on individual workstations and devices (e.g., smart phones). Mobile code policy and procedures address preventing the development, acquisition, or introduction of unacceptable mobile code within organizational information systems. Related controls: AU-2, AU-12, CM-2, CM-6, SI-3.

References: NIST Special Publication 800-28; DoD Instruction 8552.01.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-23		SESSION AUTHENTICITY		The information system protects the authenticity of communications sessions.

Supplemental Guidance:  This control addresses communications protection at the session, versus packet level (e.g., sessions in service-oriented architectures providing web-based services) and establishes grounds for confidence at both ends of communications sessions in ongoing identities of other parties and in the validity of information transmitted. Authenticity protection includes, for example, protecting against man-in-the-middle attacks/session hijacking and the insertion of false information into sessions. Related controls: SC-8, SC-10, SC-11.

References: NIST Special Publications 800-52, 800-77, 800-95.

		High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-23 (1)		SESSION AUTHENTICITY | INVALIDATE SESSION IDENTIFIERS AT LOGOUT		The information system invalidates session identifiers upon user logout or other session termination.

Supplemental Guidance:  This control enhancement curtails the ability of adversaries from capturing and continuing to employ previously valid session IDs.


		High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-24		FAIL IN KNOWN STATE		The information system fails to a [Assignment: organization-defined known-state] for [Assignment: organization-defined types of failures] preserving [Assignment: organization-defined system state information] in failure.

Supplemental Guidance:  Failure in a known state addresses security concerns in accordance with the mission/business needs of organizations. Failure in a known secure state helps to prevent the loss of confidentiality, integrity, or availability of information in the event of failures of organizational information systems or system components. Failure in a known safe state helps to prevent systems from failing to a state that may cause injury to individuals or destruction to property. Preserving information system state information facilitates system restart and return to the operational mode of organizations with less disruption of mission/business processes. Related controls: CP-2, CP- 10, CP-12, SC-7, SC-22. 

Control Enhancements:  None. 

References:  None.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-28		PROTECTION OF INFORMATION AT REST		The information system protects the [Selection (one or more): confidentiality; integrity] of [Assignment: organization-defined information at rest].

Supplemental Guidance:  This control addresses the confidentiality and integrity of information at rest and covers user information and system information. Information at rest refers to the state of information when it is located on storage devices as specific components of information systems. System-related information requiring protection includes, for example, configurations or rule sets for firewalls, gateways, intrusion detection/prevention systems, filtering routers, and authenticator content. Organizations may employ different mechanisms to achieve confidentiality and integrity protections, including the use of cryptographic mechanisms and file share scanning. Integrity protection can be achieved, for example, by implementing Write-Once-Read-Many (WORM) technologies. Organizations may also employ other security controls including, for example, secure off-line storage in lieu of online storage when adequate protection of information at rest cannot otherwise be achieved and/or continuous monitoring to identify malicious code at rest. Related controls: AC-3, AC-6, CA-7, CM-3, CM-5, CM-6, PE-3, SC-8, SC-13, SI-3, SI-7.

References: NIST Special Publications 800-56, 800-57, 800-111.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-28 (1)		PROTECTION OF INFORMATION AT REST | CRYPTOGRAPHIC PROTECTION		The information system implements cryptographic mechanisms to prevent unauthorized disclosure and modification of [Assignment: organization-defined information] on [Assignment: organization-defined information system components].

Supplemental Guidance:  Selection of cryptographic mechanisms is based on the need to protect the confidentiality and integrity of organizational information. The strength of mechanism is commensurate with the security category and/or classification of the information. This control enhancement applies to significant concentrations of digital media in organizational areas designated for media storage and also to limited quantities of media generally associated with information system components in operational environments (e.g., portable storage devices, mobile devices). Organizations have the flexibility to either encrypt all information on storage devices (i.e., full disk encryption) or encrypt specific data structures (e.g., files, records, or fields). Organizations employing cryptographic mechanisms to protect information at rest also consider cryptographic key management solutions. Related controls: AC-19, SC-12.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-39		PROCESS ISOLATION		The information system maintains a separate execution domain for each executing process.

Supplemental Guidance:  Information systems can maintain separate execution domains for each executing process by assigning each process a separate address space. Each information system process has a distinct address space so that communication between processes is performed in a manner controlled through the security functions, and one process cannot modify the executing code of another process. Maintaining separate execution domains for executing processes can be achieved, for example, by implementing separate address spaces. This capability is available in most commercial operating systems that employ multi-state processor technologies. Related controls: AC-3, AC-4, AC-6, SA-4, SA-5, SA-8, SC-2, SC-3.

References: None.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-2		FLAW REMEDIATION		The organization:
a. Identifies, reports, and corrects information system flaws;
b. Tests software and firmware updates related to flaw remediation for effectiveness and potential side effects before installation;
c. Installs security-relevant software and firmware updates within [Assignment: organization- defined time period] of the release of the updates; and
d. Incorporates flaw remediation into the organizational configuration management process.
Supplemental Guidance:  Organizations identify information systems affected by announced software flaws including potential vulnerabilities resulting from those flaws, and report this information to designated organizational personnel with information security responsibilities. Security-relevant software updates include, for example, patches, service packs, hot fixes, and anti-virus signatures. Organizations also address flaws discovered during security assessments, continuous monitoring, incident response activities, and system error handling. Organizations take advantage of available resources such as the Common Weakness Enumeration (CWE) or Common Vulnerabilities and Exposures (CVE) databases in remediating flaws discovered in organizational information systems. By incorporating flaw remediation into ongoing configuration management processes, required/anticipated remediation actions can be tracked and verified. Flaw remediation actions that can be tracked and verified include, for example, determining whether organizations follow US-CERT guidance and Information Assurance Vulnerability Alerts. Organization-defined time periods for updating security-relevant software and firmware may vary based on a variety of factors including, for example, the security category of the information system or the criticality of the update (i.e., severity of the vulnerability related to the discovered flaw). Some types of flaw remediation may require more testing than other types. Organizations determine the degree and type of testing needed for the specific type of flaw remediation activity under consideration and also the types of changes that are to be configuration-managed. In some situations, organizations may determine that the testing of software and/or firmware updates is not necessary or practical,
for example, when implementing simple anti-virus signature updates. Organizations may also consider in testing decisions, whether security-relevant software or firmware updates are obtained from authorized sources with appropriate digital signatures. Related controls: CA-2, CA-7, CM-3, CM-5, CM-8, MA-2, IR-4, RA-5, SA-10, SA-11, SI-11.

		High		SYSTEM AND INFORMATION INTEGRITY		SI-2 (1)		FLAW REMEDIATION | CENTRAL MANAGEMENT		The organization centrally manages the flaw remediation process.

Supplemental Guidance:  Central management is the organization-wide management and implementation of flaw remediation processes. Central management includes planning, implementing, assessing, authorizing, and monitoring the organization-defined, centrally managed flaw remediation security controls.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-2 (2)		FLAW REMEDIATION | AUTOMATED FLAW REMEDIATION STATUS		The organization employs automated mechanisms [Assignment: organization-defined frequency] to determine the state of information system components with regard to flaw remediation.

Supplemental Guidance:  Related controls: CM-6, SI-4.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-3		MALICIOUS CODE PROTECTION		The organization:
 a. Employs malicious code protection mechanisms at information system entry and exit points to detect and eradicate malicious code;
 b. Updates malicious code protection mechanisms whenever new releases are available in accordance with organizational configuration management policy and procedures;
 c. Configures malicious code protection mechanisms to:
   1. Perform periodic scans of the information system [Assignment: organization-defined frequency] and real-time scans of files from external sources at [Selection (one or more); endpoint; network entry/exit points] as the files are downloaded, opened, or executed in accordance with organizational security policy; and
   2. [Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action]] in response to malicious code detection; and
 d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.

Supplemental Guidance:  Information system entry and exit points include, for example, firewalls, electronic mail servers, web servers, proxy servers, remote-access servers, workstations, notebook computers, and mobile devices. Malicious code includes, for example, viruses, worms, Trojan horses, and spyware. Malicious code can also be encoded in various formats (e.g., UUENCODE, Unicode), contained within compressed or hidden files, or hidden in files using steganography. Malicious code can be transported by different means including, for example, web accesses, electronic mail, electronic mail attachments, and portable storage devices. Malicious code insertions occur through the exploitation of information system vulnerabilities. Malicious code protection mechanisms include, for example, anti-virus signature definitions and reputation-based technologies. A variety of technologies and methods exist to limit or eliminate the effects of malicious code. Pervasive configuration management and comprehensive software integrity controls may be effective in preventing execution of unauthorized code. In addition to commercial off-the-shelf software, malicious code may also be present in custom-built software. This could include, for example, logic bombs, back doors, and other types of cyber attacks that could affect organizational missions/business functions. Traditional malicious code protection mechanisms cannot always detect such code. In these situations, organizations rely instead on other safeguards including, for example, secure coding practices, configuration management and control, trusted procurement processes, and monitoring practices to help ensure that software does not perform functions other than the functions intended. Organizations may determine that in response to the detection of malicious code, different actions may be warranted. For example, organizations can define actions in response to malicious code detection during periodic scans, actions in response to detection of malicious downloads, and/or actions in response to detection of maliciousness when attempting to open or execute files. Related controls: CM-3, MP-2, SA-4, SA-8, SA-12, SA-13,
SC-7, SC-26, SC-44, SI-2, SI-4, SI-7.

References: NIST Special Publication 800-83. 


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-3 (1)		MALICIOUS CODE PROTECTION | CENTRAL MANAGEMENT		The organization centrally manages malicious code protection mechanisms.

Supplemental Guidance:  Central management is the organization-wide management and implementation of malicious code protection mechanisms. Central management includes planning, implementing, assessing, authorizing, and monitoring the organization-defined, centrally managed flaw malicious code protection security controls. Related controls: AU-2, SI-8.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-3 (2)		MALICIOUS CODE PROTECTION | AUTOMATIC UPDATES		The information system automatically updates malicious code protection mechanisms.

Supplemental Guidance:  Malicious code protection mechanisms include, for example, signature definitions. Due to information system integrity and availability concerns, organizations give careful consideration to the methodology used to carry out automatic updates. Related control: SI-8.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-4		INFORMATION SYSTEM MONITORING		The organization:
 a. Monitors the information system to detect:
   1. Attacks and indicators of potential attacks in accordance with [Assignment: organization- defined monitoring objectives]; and
   2. Unauthorized local, network, and remote connections;
 b. Identifies unauthorized use of the information system through [Assignment: organization- defined techniques and methods];
 c. Deploys monitoring devices: (i) strategically within the information system to collect organization-determined essential information; and (ii) at ad hoc locations within the system to track specific types of transactions of interest to the organization;
 d. Protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion;
 e. Heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information;
 f. Obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations; and
 g. Provides [Assignment: or ganization-defined information system monitoring information] to [Assignment: organization-defined personnel or roles] [Selection (one or more): as needed; [Assignment: organization-defined frequency]].

Supplemental Guidance:  Information system monitoring includes external and internal monitoring. External monitoring includes the observation of events occurring at the information system boundary (i.e., part of perimeter defense and boundary protection). Internal monitoring includes the observation of events occurring within the information system. Organizations can monitor information systems, for example, by observing audit activities in real time or by observing other system aspects such as access patterns, characteristics of access, and other actions. The monitoring objectives may guide determination of the events. Information system monitoring capability is achieved through a variety of tools and techniques (e.g., intrusion detection systems, intrusion prevention systems, malicious code protection software, scanning tools, audit record monitoring software, network monitoring software). Strategic locations for monitoring devices include, for example, selected perimeter locations and near server farms supporting critical applications, with such devices typically being employed at the managed interfaces associated with controls SC-7 and AC-17. Einstein network monitoring devices from the Department of Homeland Security can also be included as monitoring devices. The granularity of monitoring information collected is based on organizational monitoring objectives and the capability of information systems to support such objectives. Specific types of transactions of interest include, for example, Hyper Text Transfer Protocol (HTTP) traffic that bypasses HTTP proxies. Information system monitoring is an integral part of organizational continuous monitoring and incident response programs. Output from system monitoring serves as input to continuous monitoring and incident response programs. A network connection is any connection with a device that communicates through a network (e.g., local area network, Internet). A remote connection is any connection with a device communicating through an external network (e.g., the Internet). Local, network, and remote connections can be either wired or wireless. Related controls: AC-3, AC-4, AC-8, AC-17, AU-2, AU-6, AU-7, AU-9, AU-12, CA-7, IR-4, PE-3, RA-5, SC-7, SC-26, SC-35, SI-3, SI-7.

References: NIST Special Publications 800-61, 800-83, 800-92, 800-94, 800-137.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-4 (5)		INFORMATION SYSTEM MONITORING | SYSTEM-GENERATED ALERTS		The information system alerts [Assignment: organization-defined personnel or roles] when the following indications of compromise or potential compromise occur: [Assignment: organization- defined compromise indicators].

Supplemental Guidance:  Alerts may be generated from a variety of sources, including, for example, audit records or inputs from malicious code protection mechanisms, intrusion detection or prevention mechanisms, or boundary protection devices such as firewalls, gateways, and routers. Alerts can be transmitted, for example, telephonically, by electronic mail messages, or by text messaging. Organizational personnel on the notification list can include, for example, system administrators, mission/business owners, system owners, or information system security officers. Related controls: AU-5, PE-6.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-4 (23)		INFORMATION SYSTEM MONITORING | HOST-BASED DEVICES		The organization implements [Assignment: organization-defined host-based monitoring mechanisms] at [Assignment: organization-defined information system components].

Supplemental Guidance:  Information system components where host-based monitoring can be implemented include, for example, servers, workstations, and mobile devices. Organizations consider employing host-based monitoring mechanisms from multiple information technology product developers.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-5		SECURITY ALERTS, ADVISORIES, AND DIRECTIVES		The organization:
 a. Receives information system security alerts, advisories, and directives from [Assignment: organization-defined external organizations] on an ongoing basis;
 b. Generates internal security alerts, advisories, and directives as deemed necessary;
 c. Disseminates security alerts, advisories, and directives to: [Selection (one or more): [Assignment: organization-defined personnel or roles]; [Assignment: organization-defined elements within the organization]; [Assignment: organization-defined external organizations]]; and
 d. Implements security directives in accordance with established time frames, or notifies the issuing organization of the degree of noncompliance.

Supplemental Guidance:  The United States Computer Emergency Readiness Team (US-CERT) generates security alerts and advisories to maintain situational awareness across the federal government. Security directives are issued by OMB or other designated organizations with the responsibility and authority to issue such directives. Compliance to security directives is essential due to the critical nature of many of these directives and the potential immediate adverse effects
on organizational operations and assets, individuals, other organizations, and the Nation should the directives not be implemented in a timely manner. External organizations include, for example, external mission/business partners, supply chain partners, external service providers, and other peer/supporting organizations. Related control: SI-2.

References: NIST Special Publication 800-40.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-6		SECURITY FUNCTION VERIFICATION		The information system:
 a. Verifies the correct operation of [Assignment: organization-defined security functions];
 b. Performs this verification [Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; [Assignment: organization-defined frequency]];
 c. Notifies [Assignment: organization-defined personnel or roles] of failed security verification tests; and
 d. [Selection (one or more): shuts the information system down; restarts the information system; [Assignment: organization-defined alternative action(s)]] when anomalies are discovered.

Supplemental Guidance: Transitional states for information systems include, for example, system startup, restart, shutdown, and abort. Notifications provided by information systems include, for example, electronic alerts to system administrators, messages to local computer consoles, and/or hardware indications such as lights. Related controls: CA-7, CM-6.

References: None.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-7		SOFTWARE, FIRMWARE, AND INFORMATION
INTEGRITY		The organization employs integrity verification tools to detect unauthorized changes to [Assignment: organization-defined software, firmware, and information].

Supplemental Guidance:  Unauthorized changes to software, firmware, and information can occur due to errors or malicious activity (e.g., tampering). Software includes, for example, operating systems (with key internal components such as kernels, drivers), middleware, and applications. Firmware includes, for example, the Basic Input Output System (BIOS). Information includes metadata such as security attributes associated with information. State-of-the-practice integrity- checking mechanisms (e.g., parity checks, cyclical redundancy checks, cryptographic hashes) and associated tools can automatically monitor the integrity of information systems and hosted applications. Related controls: SA-12, SC-8, SC-13, SI-3.

References: NIST Special Publications 800-147, 800-155.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-7 (1)		SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRITY CHECKS		The information system performs an integrity check of [Assignment: organization-defined software, firmware, and information] [Selection (one or more): at startup; at [Assignment: organization-defined transitional states or security-relevant events]; [Assignment: organization- defined frequency]].

Supplemental Guidance:  Security-relevant events include, for example, the identification of a new threat to which organizational information systems are susceptible, and the installation of new hardware, software, or firmware. Transitional states include, for example, system startup, restart, shutdown, and abort.


		High		SYSTEM AND INFORMATION INTEGRITY		SI-7 (2)		SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUTOMATED NOTIFICATIONS OF INTEGRITY VIOLATIONS		The organization employs automated tools that provide notification to [Assignment: organization- defined personnel or roles] upon discovering discrepancies during integrity verification.

Supplemental Guidance:  The use of automated tools to report integrity violations and to notify organizational personnel in a timely matter is an essential precursor to effective risk response. Personnel having an interest in integrity violations include, for example, mission/business owners, information system owners, systems administrators, software developers, systems integrators, and information security officers.


		High		SYSTEM AND INFORMATION INTEGRITY		SI-7 (5)		SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUTOMATED RESPONSE TO INTEGRITY VIOLATIONS		The information system automatically [Selection (one or more): shuts the information system down; restarts the information system; implements [Assignment: organization-defined security safeguards]] when integrity violations are discovered.

Supplemental Guidance:  Organizations may define different integrity checking and anomaly responses: (i) by type of information (e.g., firmware, software, user data); (ii) by specific information (e.g., boot firmware, boot firmware for a specific types of machines); or (iii) a combination of both. Automatic implementation of specific safeguards within organizational information systems includes, for example, reversing the changes, halting the information system, or triggering audit alerts when unauthorized modifications to critical security files occur.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-7 (7)		SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRATION OF DETECTION AND RESPONSE		The organization incorporates the detection of unauthorized [Assignment: organization-defined security-relevant changes to the information system] into the organizational incident response capability.

Supplemental Guidance:  This control enhancement helps to ensure that detected events are tracked, monitored, corrected, and available for historical purposes. Maintaining historical records is important both for being able to identify and discern adversary actions over an extended period of time and for possible legal actions. Security-relevant changes include, for example, unauthorized changes to established configuration settings or unauthorized elevation of information system privileges. Related controls: IR-4, IR-5, SI-4.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-10		INFORMATION INPUT VALIDATION		The information system checks the validity of [Assignment: organization-defined information inputs].

Supplemental Guidance:  Checking the valid syntax and semantics of information system inputs (e.g., character set, length, numerical range, and acceptable values) verifies that inputs match specified definitions for format and content. Software applications typically follow well-defined protocols that use structured messages (i.e., commands or queries) to communicate between software modules or system components. Structured messages can contain raw or unstructured data interspersed with metadata or control information. If software applications use attacker- supplied inputs to construct structured messages without properly encoding such messages, then the attacker could insert malicious commands or special characters that can cause the data to be interpreted as control information or metadata. Consequently, the module or component that receives the tainted output will perform the wrong operations or otherwise interpret the data incorrectly. Prescreening inputs prior to passing to interpreters prevents the content from being unintentionally interpreted as commands. Input validation helps to ensure accurate and correct inputs and prevent attacks such as cross-site scripting and a variety of injection attacks.

References: None.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-11		ERROR HANDLING		The information system:
 a. Generates error messages that provide information necessary for corrective actions without revealing information that could be exploited by adversaries; and
 b. Reveals error messages only to [Assignment: organization-defined personnel or roles].

Supplemental Guidance:  Organizations carefully consider the structure/content of error messages. The extent to which information systems are able to identify and handle error conditions is guided by organizational policy and operational requirements. Information that could be exploited by adversaries includes, for example, erroneous logon attempts with passwords entered by mistake as the username, mission/business information that can be derived from (if not stated explicitly by) information recorded, and personal information such as account numbers, social security numbers, and credit card numbers. In addition, error messages may provide a covert channel for transmitting information. Related controls: AU-2, AU-3, SC-31.

Control Enhancements:  None.

References:  None.


		Mod to High		SYSTEM AND INFORMATION INTEGRITY		SI-16		MEMORY PROTECTION		The information system implements [Assignment: organization-defined security safeguards] to protect its memory from unauthorized code execution.

Supplemental Guidance:  Some adversaries launch attacks with the intent of executing code in non- executable regions of memory or in memory locations that are prohibited. Security safeguards employed to protect memory include, for example, data execution prevention and address space layout randomization. Data execution prevention safeguards can either be hardware-enforced or software-enforced with hardware providing the greater strength of mechanism. Related controls: AC-25, SC-3.

Control Enhancements:  None.

References:  None.
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		Minimum Security Controls Impacted for Specific Significant Change Examples 





		The sets of minimum security controls included for each example significant change should be reviewed and updated for every  operational/actual system under CSP configuration management (CM) review.  The CSP is responsible for the system CM process, which includes documenting and managing any CM related changes. Part of the CM process includes updating the CSP System Security Plan (SSP) to describe functional and security control changes related to system significant changes. 

The CSP and 3-PAO are responsible to use the information in the SSP to identify the security impact and document a comprehensive set of security controls that will be impacted by the proposed CSP significant change.  These impacted security controls need to be documented and thoroughly tested for security impacts and risks  to the CSP offering.  

The sets of minimum security controls provided in this document are intended to be used as a starting point for this security impact analysis. The CSP and 3-PAO should add any other security controls identified during the security impact analysis or security testing to this minimum set of security controls. The resulting set of comprehensive security controls should be documented in the SSP, Significant Change Request, Significant Change Report, Security Assessment Plan (SAP), and Security Assessment Report (SAR).     







		ASSUMPTION #1:  The included minimum security control sets will be updated before use for any CSP Offering.  

		ASSUMPTION #2 Selection assumes that components with new operating systems will NOT be  introduced.

		ASSUMPTION #3  The CSP/3PAO will provide a rationale for excluding a control from this selection.



		ASSUMPTION #4  The CSP/3PAO will add controls as necessary.











New Interconnection

		Baseline		Control Family		Control ID		Control Name		NIST Control Description
(From NIST SP 800-53r4 1/23/15)		Comments/description of change (updated during tailoring)  



		Mod to High		ACCESS CONTROL		AC-4		INFORMATION FLOW ENFORCEMENT		The information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems based on [Assignment: organization-defined information flow control policies].

Supplemental Guidance: Information flow control regulates where information is allowed to travel within an information system and between information systems (as opposed to who is allowed to access the information) and without explicit regard to subsequent accesses to that information. Flow control restrictions include, for example, keeping export-controlled information from being transmitted in the clear to the Internet, blocking outside traffic that claims to be from within the organization, restricting web requests to the Internet that are not from the internal web proxy server, and limiting information transfers between organizations based on data structures and content. Transferring information between information systems representing different security domains with different security policies introduces risk that such transfers violate one or more domain security policies. In such situations, information owners/stewards provide guidance at designated policy enforcement points between interconnected systems. Organizations consider mandating specific architectural solutions when required to enforce specific security policies. Enforcement includes, for example: (i) prohibiting information transfers between interconnected systems (i.e., allowing access only); (ii) employing hardware mechanisms to enforce one-way information flows; and (iii) implementing trustworthy regarding mechanisms to reassign security attributes and security labels.

Organizations commonly employ information flow control policies and enforcement mechanisms to control the flow of information between designated sources and destinations (e.g., networks, individuals, and devices) within information systems and between interconnected systems. Flow control is based on the characteristics of the information and/or the information path. Enforcement occurs, for example, in boundary protection devices (e.g., gateways, routers, guards, encrypted tunnels, firewalls) that employ rule sets or establish configuration settings that restrict information system services, provide a packet-filtering capability based on header information, or message- filtering capability based on message content (e.g., implementing key word searches or using document characteristics). Organizations also consider the trustworthiness of filtering/inspection mechanisms (i.e., hardware, firmware, and software components) that are critical to information flow enforcement. Control enhancements 3 through 22 primarily address cross-domain solution needs which focus on more advanced filtering techniques, in-depth analysis, and stronger flow enforcement mechanisms implemented in cross-domain products, for example, high-assurance guards. Such capabilities are generally not available in commercial off-the-shelf information technology products. Related controls: AC-3, AC-17, AC-19, AC-21, CM-6, CM-7, SA-8, SC-2, SC-5, SC-7, SC-18.

References: None.


		High		ACCESS CONTROL		AC-4 (8)		INFORMATION FLOW ENFORCEMENT | SECURITY POLICY FILTERS		The information system enforces information flow control using [Assignment: organization-defined security policy filters] as a basis for flow control decisions for [Assignment: organization-defined information flows].

Supplemental Guidance:  Organization-defined security policy filters can address data structures and content. For example, security policy filters for data structures can check for maximum file lengths, maximum field sizes, and data/file types (for structured and unstructured data). Security policy filters for data content can check for specific words (e.g., dirty/clean word filters), enumerated values or data value ranges, and hidden content. Structured data permits the interpretation of data content by applications. Unstructured data typically refers to digital information without a particular data structure or with a data structure that does not facilitate the development of rule sets to address the particular sensitivity of the information conveyed by the data or the associated flow enforcement decisions. Unstructured data consists of: (i) bitmap objects that are inherently non language-based (i.e., image, video, or audio files); and (ii) textual objects that are based on written or printed languages (e.g., commercial off-the- shelf word processing documents, spreadsheets, or emails). Organizations can implement more than one security policy filter to meet information flow control objectives (e.g., employing clean word lists in conjunction with dirty word lists may help to reduce false positives).


		Mod to High		ACCESS CONTROL		AC-4 (21)		INFORMATION FLOW ENFORCEMENT | PHYSICAL / LOGICAL SEPARATION OF INFORMATION FLOWS		The information system separates information flows logically or physically using [Assignment: organization-defined mechanisms and/or techniques] to accomplish [Assignment: organization- defined required separations by types of information].

Supplemental Guidance:  Enforcing the separation of information flows by type can enhance protection by ensuring that information is not commingled while in transit and by enabling flow control by transmission paths perhaps not otherwise achievable. Types of separable information include, for example, inbound and outbound communications traffic, service requests and responses, and information of differing security categories.


		Mod to High		AUDIT AND ACCOUNTABILITY		AU-12		AUDIT GENERATION		The information system:
 a. Provides audit record generation capability for the auditable events defined in AU-2 a. at [Assignment: organization-defined information system components];
 b. Allows [Assignment: organization-defined personnel or roles] to select which auditable events are to be audited by specific components of the information system; and
 c.    Generates audit records for the events defined in AU-2 d. with the content defined in AU-3. 

Supplemental Guidance:  Audit records can be generated from many different information system components. The list of audited events is the set of events for which audits are to be generated. These events are typically a subset of all events for which the information system is capable of generating audit records. Related controls: AC-3, AU-2, AU-3, AU-6, AU-7.

References: None.


		Mod to High		SECURITY ASSESSMENT AND AUTHORIZATION		CA-3		SYSTEM INTERCONNECTIONS		The organization:
 a. Authorizes connections from the information system to other information systems through the use of Interconnection Security Agreements;
 b. Documents, for each interconnection, the interface characteristics, security requirements, and the nature of the information communicated; and
 c. Reviews and updates Interconnection Security Agreements [Assignment: organization-defined frequency].

Supplemental Guidance:  This control applies to dedicated connections between information systems (i.e., system interconnections) and does not apply to transitory, user-controlled connections such as email and website browsing. Organizations carefully consider the risks that may be introduced when information systems are connected to other systems with different security requirements and security controls, both within organizations and external to organizations. Authorizing officials determine the risk associated with information system connections and the appropriate controls employed. If interconnecting systems have the same authorizing official, organizations do not need to develop Interconnection Security Agreements. Instead, organizations can describe the interface characteristics between those interconnecting systems in their respective security plans. If interconnecting systems have different authorizing officials within the same organization, organizations can either develop Interconnection Security Agreements or describe the interface characteristics between systems in the security plans for the respective systems. Organizations may also incorporate Interconnection Security Agreement information into formal contracts, especially for interconnections established between federal agencies and nonfederal (i.e., private sector) organizations. Risk considerations also include information systems sharing the same networks. For certain technologies (e.g., space, unmanned aerial vehicles, and medical devices), there may be specialized connections in place during preoperational testing. Such connections may require Interconnection Security Agreements and be subject to additional security controls.
Related controls: AC-3, AC-4, AC-20, AU-2, AU-12, AU-16, CA-7, IA-3, SA-9, SC-7, SI-4.

References: FIPS Publication 199; NIST Special Publication 800-47.


		Mod to High		CONFIGURATION MANAGEMENT		CM-6		CONFIGURATION SETTINGS		The organization:
 a. Establishes and documents configuration settings for information technology products employed within the information system using [Assignment: organization-defined security configuration checklists] that reflect the most restrictive mode consistent with operational requirements;
 b. Implements the configuration settings;
 c. Identifies, documents, and approves any deviations from established configuration settings for [Assignment: organization-defined information system components] based on [Assignment: organization-defined operational requirements]; and
 d. Monitors and controls changes to the configuration settings in accordance with organizational policies and procedures.

Supplemental Guidance:  Configuration settings are the set of parameters that can be changed in hardware, software, or firmware components of the information system that affect the security posture and/or functionality of the system. Information technology products for which security- related configuration settings can be defined include, for example, mainframe computers, servers (e.g., database, electronic mail, authentication, web, proxy, file, domain name), workstations, input/output devices (e.g., scanners, copiers, and printers), network components (e.g., firewalls, routers, gateways, voice and data switches, wireless access points, network appliances, sensors), operating systems, middleware, and applications. Security-related parameters are those parameters impacting the security state of information systems including the parameters required to satisfy other security control requirements. Security-related parameters include, for example: (i) registry settings; (ii) account, file, directory permission settings; and (iii) settings for functions, ports, protocols, services, and remote connections. Organizations establish organization-wide configuration settings and subsequently derive specific settings for information systems. The established settings become part of the systems configuration baseline.

Common secure configurations (also referred to as security configuration checklists, lockdown
and hardening guides, security reference guides, security technical implementation guides) provide recognized, standardized, and established benchmarks that stipulate secure configuration settings for specific information technology platforms/products and instructions for configuring those information system components to meet operational requirements. Common secure configurations can be developed by a variety of organizations including, for example, information technology product developers, manufacturers, vendors, consortia, academia, industry, federal agencies, and other organizations in the public and private sectors. Common secure configurations include the United States Government Configuration Baseline (USGCB) which affects the implementation of CM-6 and other controls such as AC-19 and CM-7. The Security Content Automation Protocol (SCAP) and the defined standards within the protocol (e.g., Common Configuration Enumeration) provide an effective method to uniquely identify, track, and control configuration settings. OMB establishes federal policy on configuration requirements for federal information systems. Related controls: AC-19, CM-2, CM-3, CM-7, SI-4.

References: OMB Memoranda 07-11, 07-18, 08-22; NIST Special Publications 800-70, 800-128; Web: http://nvd.nist.gov, http://checklists.nist.gov, http://www.nsa.gov.


		Mod to High		CONFIGURATION MANAGEMENT		CM-6 (1)		CONFIGURATION SETTINGS | AUTOMATED CENTRAL MANAGEMENT / APPLICATION / VERIFICATION		The organization employs automated mechanisms to centrally manage, apply, and verify configuration settings for [Assignment: organization-defined information system components].

Supplemental Guidance:  Related controls: CA-7, CM-4.


		Mod to High		CONFIGURATION MANAGEMENT		CM-7		LEAST FUNCTIONALITY		The organization:
 a. Configures the information system to provide only essential capabilities; and
 b. Prohibits or restricts the use of the following functions, ports, protocols, and/or services: [Assignment: organization-defined prohibited or restricted functions, ports, protocols, and/or services].

Supplemental Guidance:  Information systems can provide a wide variety of functions and services. Some of the functions and services, provided by default, may not be necessary to support essential organizational operations (e.g., key missions, functions). Additionally, it is sometimes convenient to provide multiple services from single information system components, but doing so increases risk over limiting the services provided by any one component. Where feasible, organizations limit component functionality to a single function per device (e.g., email servers or web servers, but not both). Organizations review functions and services provided by information systems or individual components of information systems, to determine which functions and services are candidates for elimination (e.g., Voice Over Internet Protocol, Instant Messaging, auto-execute, and file sharing). Organizations consider disabling unused or unnecessary physical and logical ports/protocols (e.g., Universal Serial Bus, File Transfer Protocol, and Hyper Text Transfer Protocol) on information systems to prevent unauthorized connection of devices, unauthorized transfer of information, or unauthorized tunneling. Organizations can utilize network scanning tools, intrusion detection and prevention systems, and end-point protections such as firewalls and host-based intrusion detection systems to identify and prevent the use of prohibited functions, ports, protocols, and services. Related controls: AC-6, CM-2, RA-5, SA-5, SC-7.

References: DoD Instruction 8551.01.


		Mod to High		PLANNING		PL-2		SYSTEM SECURITY PLAN		The organization:
 a. Develops a security plan for the information system that:
   1. Is consistent with the organization’s enterprise architecture;
   2. Explicitly defines the authorization boundary for the system;
   3. Describes the operational context of the information system in terms of missions and business processes;
   4. Provides the security categorization of the information system including supporting rationale;
   5. Describes the operational environment for the information system and relationships with or connections to other information systems;
   6. Provides an overview of the security requirements for the system;
   7. Identifies any relevant overlays, if applicable;
   8. Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring and supplementation decisions; and
   9. Is reviewed and approved by the authorizing official or designated representative prior to plan implementation;
 b. Distributes copies of the security plan and communicates subsequent changes to the plan to [Assignment: organization-defined personnel or roles];
 c. Reviews the security plan for the information system [Assignment: organization-defined frequency];
 d. Updates the plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments; and
 e. Protects the security plan from unauthorized disclosure and modification.

Supplemental Guidance:  Security plans relate security requirements to a set of security controls and control enhancements. Security plans also describe, at a high level, how the security controls and control enhancements meet those security requirements, but do not provide detailed, technical descriptions of the specific design or implementation of the controls/enhancements. Security plans contain sufficient information (including the specification of parameter values for assignment and selection statements either explicitly or by reference) to enable a design and implementation that is unambiguously compliant with the intent of the plans and subsequent determinations of risk to organizational operations and assets, individuals, other organizations, and the Nation if the plan is implemented as intended. Organizations can also apply tailoring guidance to the security control baselines in Appendix D and CNSS Instruction 1253 to develop overlays for community-wide use or to address specialized requirements, technologies, or missions/environments of operation (e.g., DoD-tactical, Federal Public Key Infrastructure, or Federal Identity, Credential, and Access Management, space operations). Appendix I provides guidance on developing overlays.

Security plans need not be single documents; the plans can be a collection of various documents including documents that already exist. Effective security plans make extensive use of references to policies, procedures, and additional documents (e.g., design and implementation specifications) where more detailed information can be obtained. This reduces the documentation requirements associated with security programs and maintains security-related information in other established management/operational areas related to enterprise architecture, system development life cycle, systems engineering, and acquisition. For example, security plans do not contain detailed contingency plan or incident response plan information but instead provide explicitly or by reference, sufficient information to define what needs to be accomplished by those plans. Related controls: AC-2, AC-6, AC-14, AC-17, AC-20, CA-2, CA-3, CA-7, CM-9, CP-2, IR-8, MA-4, MA-5, MP-2, MP-4, MP-5, PL-7, PM-1, PM-7, PM-8, PM-9, PM-11, SA-5, SA-17.

References: NIST Special Publication 800-18.


		Mod to High		RISK ASSESSMENT		RA-5		VULNERABILITY SCANNING		The organization:
 a. Scans for vulnerabilities in the information system and hosted applications [Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process] and when new vulnerabilities potentially affecting the system/applications are identified and reported;
 b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for:
   1. Enumerating platforms, software flaws, and improper configurations;
   2. Formatting checklists and test procedures; and
   3. Measuring vulnerability impact;
 c. Analyzes vulnerability scan reports and results from security control assessments;
 d. Remediates legitimate vulnerabilities [Assignment: organization-defined response times] in accordance with an organizational assessment of risk; and
 e. Shares information obtained from the vulnerability scanning process and security control assessments with [Assignment: organization-defined personnel or roles] to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).

Supplemental Guidance:  Security categorization of information systems guides the frequency and comprehensiveness of vulnerability scans. Organizations determine the required vulnerability scanning for all information system components, ensuring that potential sources of vulnerabilities such as networked printers, scanners, and copiers are not overlooked. Vulnerability analyses for custom software applications may require additional approaches such as static analysis, dynamic analysis, binary analysis, or a hybrid of the three approaches. Organizations can employ these analysis approaches in a variety of tools (e.g., web-based application scanners, static analysis tools, binary analyzers) and in source code reviews. Vulnerability scanning includes, for example: (i) scanning for patch levels; (ii) scanning for functions, ports, protocols, and services that should not be accessible to users or devices; and (iii) scanning for improperly configured or incorrectly operating information flow control mechanisms. Organizations consider using tools that express vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention and that use the Open Vulnerability Assessment Language (OVAL) to determine/test for the presence of vulnerabilities. Suggested sources for vulnerability information include the Common Weakness Enumeration (CWE) listing and the National Vulnerability Database (NVD). In addition, security control assessments such as red team exercises provide other sources of potential vulnerabilities for which to scan. Organizations also consider using tools that express vulnerability impact by the

Common Vulnerability Scoring System (CVSS). Related controls: CA-2, CA-7, CM-4, CM-6, RA-2, RA-3, SA-11, SI-2.

References: NIST Special Publications 800-40, 800-70, 800-115; Web: http://cwe.mitre.org, http://nvd.nist.gov.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7		BOUNDARY PROTECTION		The information system:
 a. Monitors and controls communications at the external boundary of the system and at key internal boundaries within the system;
 b. Implements subnetworks for publicly accessible system components that are [Selection: physically; logically] separated from internal organizational networks; and
 c. Connects to external networks or information systems only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizational security architecture.

Supplemental Guidance:  Managed interfaces include, for example, gateways, routers, firewalls, guards, network-based malicious code analysis and virtualization systems, or encrypted tunnels implemented within a security architecture (e.g., routers protecting firewalls or application gateways residing on protected subnetworks). Subnetworks that are physically or logically separated from internal networks are referred to as demilitarized zones or DMZs. Restricting or prohibiting interfaces within organizational information systems includes, for example, restricting external web traffic to designated web servers within managed interfaces and prohibiting external traffic that appears to be spoofing internal addresses. Organizations consider the shared nature of commercial telecommunications services in the implementation of security controls associated with the use of such services. Commercial telecommunications services are commonly based on network components and consolidated management systems shared by all attached commercial customers, and may also include third party-provided access lines and other service elements. Such transmission services may represent sources of increased risk despite contract security provisions. Related controls: AC-4, AC-17, CA-3, CM-7, CP-8, IR-4, RA-3, SC-5, SC-13.

References: FIPS Publication 199; NIST Special Publications 800-41, 800-77.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (3)		BOUNDARY PROTECTION | ACCESS POINTS		The organization limits the number of external network connections to the information system.

Supplemental Guidance:  Limiting the number of external network connections facilitates more comprehensive monitoring of inbound and outbound communications traffic. The Trusted Internet Connection (TIC) initiative is an example of limiting the number of external network connections.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (4)		BOUNDARY PROTECTION | EXTERNAL TELECOMMUNICATIONS SERVICES		The organization:
 (a)   Implements a managed interface for each external telecommunication service; 
 (b)   Establishes a traffic flow policy for each managed interface;
 (c)   Protects the confidentiality and integrity of the information being transmitted across each interface;
 (d)   Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need; and
 (e)   Reviews exceptions to the traffic flow policy [Assignment: organization-defined frequency] and removes exceptions that are no longer supported by an explicit mission/business need.

Supplemental Guidance:  Related control: SC-8.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (5)		BOUNDARY PROTECTION | DENY BY DEFAULT / ALLOW BY EXCEPTION		The information system at managed interfaces denies network communications traffic by default and allows network communications traffic by exception (i.e., deny all, permit by exception).

Supplemental Guidance:  This control enhancement applies to both inbound and outbound network communications traffic. A deny-all, permit-by-exception network communications traffic policy ensures that only those connections which are essential and approved are allowed.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (8)		BOUNDARY PROTECTION | ROUTE TRAFFIC TO AUTHENTICATED PROXY SERVERS		The information system routes [Assignment: organization-defined internal communications traffic] to [Assignment: organization-defined external networks] through authenticated proxy servers at managed interfaces.

Supplemental Guidance:  External networks are networks outside of organizational control. A proxy server is a server (i.e., information system or application) that acts as an intermediary for clients requesting information system resources (e.g., files, connections, web pages, or services) from other organizational servers. Client requests established through an initial connection to the proxy server are evaluated to manage complexity and to provide additional protection by limiting direct connectivity. Web content filtering devices are one of the most common proxy servers providing access to the Internet. Proxy servers support logging individual Transmission Control Protocol (TCP) sessions and blocking specific Uniform Resource Locators (URLs), domain names, and Internet Protocol (IP) addresses. Web proxies can be configured with organization-defined lists of authorized and unauthorized websites. Related controls: AC-3, AU-2.


		High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (10)		BOUNDARY PROTECTION | PREVENT UNAUTHORIZED EXFILTRATION		The organization prevents the unauthorized exfiltration of information across managed interfaces.

Supplemental Guidance:  Safeguards implemented by organizations to prevent unauthorized exfiltration of information from information systems include, for example: (i) strict adherence to protocol formats; (ii) monitoring for beaconing from information systems; (iii) monitoring for steganography; (iv) disconnecting external network interfaces except when explicitly needed; (v) disassembling and reassembling packet headers; and (vi) employing traffic profile analysis to detect deviations from the volume/types of traffic expected within organizations or call backs to command and control centers. Devices enforcing strict adherence to protocol formats include, for example, deep packet inspection firewalls and XML gateways. These devices verify adherence to protocol formats and specification at the application layer and serve to identify vulnerabilities that cannot be detected by devices operating at the network or transport layers. This control enhancement is closely associated with cross-domain solutions and system guards enforcing information flow requirements. Related control: SI-3.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (12)		BOUNDARY PROTECTION | HOST-BASED PROTECTION		The organization implements [Assignment: organization-defined host-based boundary protection mechanisms] at [Assignment: organization-defined information system components].

Supplemental Guidance:  Host-based boundary protection mechanisms include, for example, host-based firewalls. Information system components employing host-based boundary protection mechanisms include, for example, servers, workstations, and mobile devices.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (13)		BOUNDARY PROTECTION | ISOLATION OF SECURITY TOOLS /
MECHANISMS / SUPPORT COMPONENTS		The organization isolates [Assignment: organization-defined information security tools, mechanisms, and support components] from other internal information system components by implementing physically separate subnetworks with managed interfaces to other components of the system.

Supplemental Guidance:  Physically separate subnetworks with managed interfaces are useful, for example, in isolating computer network defenses from critical operational processing networks to prevent adversaries from discovering the analysis and forensics techniques of organizations. Related controls: SA-8, SC-2, SC-3.

		High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (21)		BOUNDARY PROTECTION | ISOLATION OF INFORMATION SYSTEM COMPONENTS		The organization employs boundary protection mechanisms to separate [Assignment: organization-defined information system components] supporting [Assignment: organization- defined missions and/or business functions].

Supplemental Guidance:  Organizations can isolate information system components performing different missions and/or business functions. Such isolation limits unauthorized information flows among system components and also provides the opportunity to deploy greater levels of protection for selected components. Separating system components with boundary protection mechanisms provides the capability for increased protection of individual components and to more effectively control information flows between those components. This type of enhanced protection limits the potential harm from cyber attacks and errors. The degree of separation provided varies depending upon the mechanisms chosen. Boundary protection mechanisms include, for example, routers, gateways, and firewalls separating system components into physically separate networks or subnetworks, cross-domain devices separating subnetworks, virtualization techniques, and encrypting information flows among system components using distinct encryption keys. Related controls: CA-9, SC-3.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-10		NETWORK DISCONNECT		The information system terminates the network connection associated with a communications session at the end of the session or after [Assignment: organization-defined time period] of inactivity.
Supplemental Guidance:  This control applies to both internal and external networks. Terminating network connections associated with communications sessions include, for example, de-allocating associated TCP/IP address/port pairs at the operating system level, or de-allocating networking assignments at the application level if multiple application sessions are using a single, operating system-level network connection. Time periods of inactivity may be established by organizations and include, for example, time periods by type of network access or for specific network accesses.
Control Enhancements:  None.

References:  None.

		High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-24		FAIL IN KNOWN STATE		The information system fails to a [Assignment: organization-defined known-state] for [Assignment: organization-defined types of failures] preserving [Assignment: organization-defined system state information] in failure.

Supplemental Guidance:  Failure in a known state addresses security concerns in accordance with the mission/business needs of organizations. Failure in a known secure state helps to prevent the loss of confidentiality, integrity, or availability of information in the event of failures of organizational information systems or system components. Failure in a known safe state helps to prevent systems from failing to a state that may cause injury to individuals or destruction to property. Preserving information system state information facilitates system restart and return to the operational mode of organizations with less disruption of mission/business processes. Related controls: CP-2, CP- 10, CP-12, SC-7, SC-22. 

Control Enhancements:  None. 

References:  None.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7 (18)		BOUNDARY PROTECTION | FAIL SECURE		The information system fails securely in the event of an operational failure of a boundary protection device.
 
Supplemental Guidance:  Fail secure is a condition achieved by employing information system mechanisms to ensure that in the event of operational failures of boundary protection devices at managed interfaces (e.g., routers, firewalls, guards, and application gateways residing on protected subnetworks commonly referred to as demilitarized zones), information systems do not enter into unsecure states where intended security properties no longer hold. Failures of boundary protection devices cannot lead to, or cause information external to the devices to enter the devices, nor can failures permit unauthorized information releases. Related controls: CP-2, SC-24.



		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-13		CRYPTOGRAPHIC PROTECTION		The information system implements [Assignment: organization-defined cryptographic uses and type of cryptography required for each use] in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and standards.

Supplemental Guidance:  Cryptography can be employed to support a variety of security solutions including, for example, the protection of classified and Controlled Unclassified Information, the provision of digital signatures, and the enforcement of information separation when authorized individuals have the necessary clearances for such information but lack the necessary formal access approvals. Cryptography can also be used to support random number generation and hash generation. Generally applicable cryptographic standards include FIPS-validated cryptography and NSA-approved cryptography. This control does not impose any requirements on organizations to use cryptography. However, if cryptography is required based on the selection of other security controls, organizations define each type of cryptographic use and the type of cryptography required (e.g., protection of classified information: NSA-approved cryptography; provision of digital signatures: FIPS-validated cryptography). Related controls: AC-2, AC-3, AC-7, AC-17, AC-18, AU-9, AU-10, CM-11, CP-9, IA-3, IA-7, MA-4, MP-2, MP-4, MP-5, SA-4, SC-8, SC-12, SC-28, SI-7.

References: FIPS Publication 140; Web: http://csrc.nist.gov/cryptval, http://www.cnss.gov.
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Forward

		Minimum Security Controls Impacted for Specific Significant Change Examples 





		The sets of minimum security controls included for each example significant change should be reviewed and updated for every  operational/actual system under CSP configuration management (CM) review.  The CSP is responsible for the system CM process, which includes documenting and managing any CM related changes. Part of the CM process includes updating the CSP System Security Plan (SSP) to describe functional and security control changes related to system significant changes. 

The CSP and 3-PAO are responsible to use the information in the SSP to identify the security impact and document a comprehensive set of security controls that will be impacted by the proposed CSP significant change.  These impacted security controls need to be documented and thoroughly tested for security impacts and risks  to the CSP offering.  

The sets of minimum security controls provided in this document are intended to be used as a starting point for this security impact analysis. The CSP and 3-PAO should add any other security controls identified during the security impact analysis or security testing to this minimum set of security controls. The resulting set of comprehensive security controls should be documented in the SSP, Significant Change Request, Significant Change Report, Security Assessment Plan (SAP), and Security Assessment Report (SAR).     







		ASSUMPTION #1:  The included minimum security control sets will be updated before use for any CSP Offering.  

		ASSUMPTION #2 Selection assumes that components with new operating systems will NOT be  introduced.

		ASSUMPTION #3  The CSP/3PAO will provide a rationale for excluding a control from this selection.



		ASSUMPTION #4  The CSP/3PAO will add controls as necessary.











Data Center

		Baseline		Control Family		Control ID		Control Name		NIST Control Description
(From NIST SP 800-53r4 1/23/15)		Comments/description of change (updated during tailoring)  



		Mod to High		ACCESS CONTROL		AC-17		REMOTE ACCESS		The organization:
 a. Establishes and documents usage restrictions, configuration/connection requirements, and implementation guidance for each type of remote access allowed; and
 b. Authorizes remote access to the information system prior to allowing such connections.

Supplemental Guidance:  Remote access is access to organizational information systems by users (or processes acting on behalf of users) communicating through external networks (e.g., the Internet). Remote access methods include, for example, dial-up, broadband, and wireless. Organizations often employ encrypted virtual private networks (VPNs) to enhance confidentiality and integrity over remote connections. The use of encrypted VPNs does not make the access non-remote; however, the use of VPNs, when adequately provisioned with appropriate security controls (e.g., employing appropriate encryption techniques for confidentiality and integrity protection) may provide sufficient assurance to the organization that it can effectively treat such connections as internal networks. Still, VPN connections traverse external networks, and the encrypted VPN does not enhance the availability of remote connections. Also, VPNs with encrypted tunnels can affect the organizational capability to adequately monitor network communications traffic for malicious code. Remote access controls apply to information systems other than public web servers or systems designed for public access. This control addresses authorization prior to allowing remote access without specifying the formats for such authorization. While organizations may use interconnection security agreements to authorize remote access connections, such agreements are not required by this control. Enforcing access restrictions for remote connections is addressed in AC-3. Related controls: AC-2, AC-3, AC-18, AC-19, AC-20, CA-3, CA-7, CM-8, IA-2, IA-3, IA-8, MA-4, PE-17, PL-4, SC-10, SI-4.

References: NIST Special Publications 800-46, 800-77, 800-113, 800-114, 800-121.


		Mod to High		SECURITY ASSESSMENT AND AUTHORIZATION		CA-2		SECURITY ASSESSMENTS		The organization:
 a. Develops a security assessment plan that describes the scope of the assessment including:
   1. Security controls and control enhancements under assessment;
   2. Assessment procedures to be used to determine security control effectiveness; and
   3. Assessment environment, assessment team, and assessment roles and responsibilities;
 b. Assesses the security controls in the information system and its environment of operation [Assignment: organization-defined frequency] to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting established security requirements;
 c. Produces a security assessment report that documents the results of the assessment; and
 d. Provides the results of the security control assessment to [Assignment: organization-defined individuals or roles].

Supplemental Guidance:  Organizations assess security controls in organizational information systems and the environments in which those systems operate as part of: (i) initial and ongoing security authorizations; (ii) FISMA annual assessments; (iii) continuous monitoring; and (iv) system development life cycle activities. Security assessments: (i) ensure that information security is built into organizational information systems; (ii) identify weaknesses and deficiencies early in the development process; (iii) provide essential information needed to make risk-based decisions as part of security authorization processes; and (iv) ensure compliance to vulnerability mitigation procedures. Assessments are conducted on the implemented security controls from Appendix F (main catalog) and Appendix G (Program Management controls) as documented in System Security Plans and Information Security Program Plans. Organizations can use other types of assessment activities such as vulnerability scanning and system monitoring to maintain the security posture of information systems during the entire life cycle. Security assessment reports document assessment results in sufficient detail as deemed necessary by organizations, to determine the accuracy and completeness of the reports and whether the security controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting security requirements. The FISMA requirement for assessing security controls at least annually does not require additional assessment activities to those activities already in place in organizational security authorization processes. Security assessment results are provided to the individuals or roles appropriate for the types of assessments being conducted. For example, assessments conducted in support of security authorization decisions are provided to authorizing officials or authorizing official designated representatives.

To satisfy annual assessment requirements, organizations can use assessment results from the following sources: (i) initial or ongoing information system authorizations; (ii) continuous monitoring; or (iii)  system development life cycle activities. Organizations ensure that security assessment results are current, relevant to the determination of security control effectiveness, and obtained with the appropriate level of assessor independence. Existing security control assessment results can be reused to the extent that the results are still valid and can also be supplemented with additional assessments as needed. Subsequent to initial authorizations and in accordance with OMB policy, organizations assess security controls during continuous monitoring. Organizations establish the frequency for ongoing security control assessments in accordance with organizational continuous monitoring strategies. Information Assurance Vulnerability Alerts provide useful examples of vulnerability mitigation procedures. External audits (e.g., audits by external entities such as regulatory agencies) are outside the scope of this control. Related controls: CA-5, CA-6, CA-7, PM-9, RA-5, SA-11, SA-12, SI-4.

References: Executive Order 13587; FIPS Publication 199; NIST Special Publications 800-37, 800-39, 800-53A, 800-115, 800-137.


		Mod to High		SECURITY ASSESSMENT AND AUTHORIZATION		CA-3		SYSTEM INTERCONNECTIONS		The organization:
 a. Authorizes connections from the information system to other information systems through the use of Interconnection Security Agreements;
 b. Documents, for each interconnection, the interface characteristics, security requirements, and the nature of the information communicated; and
 c. Reviews and updates Interconnection Security Agreements [Assignment: organization-defined frequency].

Supplemental Guidance:  This control applies to dedicated connections between information systems (i.e., system interconnections) and does not apply to transitory, user-controlled connections such as email and website browsing. Organizations carefully consider the risks that may be introduced when information systems are connected to other systems with different security requirements and security controls, both within organizations and external to organizations. Authorizing officials determine the risk associated with information system connections and the appropriate controls employed. If interconnecting systems have the same authorizing official, organizations do not need to develop Interconnection Security Agreements. Instead, organizations can describe the interface characteristics between those interconnecting systems in their respective security plans. If interconnecting systems have different authorizing officials within the same organization, organizations can either develop Interconnection Security Agreements or describe the interface characteristics between systems in the security plans for the respective systems. Organizations may also incorporate Interconnection Security Agreement information into formal contracts, especially for interconnections established between federal agencies and nonfederal (i.e., private sector) organizations. Risk considerations also include information systems sharing the same networks. For certain technologies (e.g., space, unmanned aerial vehicles, and medical devices), there may be specialized connections in place during preoperational testing. Such connections may require Interconnection Security Agreements and be subject to additional security controls.
Related controls: AC-3, AC-4, AC-20, AU-2, AU-12, AU-16, CA-7, IA-3, SA-9, SC-7, SI-4.

References: FIPS Publication 199; NIST Special Publication 800-47.


		Mod to High		SECURITY ASSESSMENT AND AUTHORIZATION		CA-8		PENETRATION TESTING		The organization conducts penetration testing [Assignment: organization-defined frequency] on [Assignment: organization-defined information systems or system components].

Supplemental Guidance:  Penetration testing is a specialized type of assessment conducted on information systems or individual system components to identify vulnerabilities that could be exploited by adversaries. Such testing can be used to either validate vulnerabilities or determine the degree of resistance organizational information systems have to adversaries within a set of specified constraints (e.g., time, resources, and/or skills). Penetration testing attempts to duplicate
the actions of adversaries in carrying out hostile cyber attacks against organizations and provides a more in-depth analysis of security-related weaknesses/deficiencies. Organizations can also use the results of vulnerability analyses to support penetration testing activities. Penetration testing can be conducted on the hardware, software, or firmware components of an information system and can exercise both physical and technical security controls. A standard method for penetration testing includes, for example: (i) pretest analysis based on full knowledge of the target system; (ii) pretest identification of potential vulnerabilities based on pretest analysis; and (iii) testing designed to determine exploitability of identified vulnerabilities. All parties agree to the rules of engagement before the commencement of penetration testing scenarios. Organizations correlate the penetration testing rules of engagement with the tools, techniques, and procedures that are anticipated to be employed by adversaries carrying out attacks. Organizational risk assessments guide decisions on the level of independence required for personnel conducting penetration testing. Related control: SA-12.

References: None.


		Mod to High		CONFIGURATION MANAGEMENT		CM-6		CONFIGURATION SETTINGS		The organization:
 a. Establishes and documents configuration settings for information technology products employed within the information system using [Assignment: organization-defined security configuration checklists] that reflect the most restrictive mode consistent with operational requirements;
 b. Implements the configuration settings;
 c. Identifies, documents, and approves any deviations from established configuration settings for [Assignment: organization-defined information system components] based on [Assignment: organization-defined operational requirements]; and
 d. Monitors and controls changes to the configuration settings in accordance with organizational policies and procedures.

Supplemental Guidance:  Configuration settings are the set of parameters that can be changed in hardware, software, or firmware components of the information system that affect the security posture and/or functionality of the system. Information technology products for which security- related configuration settings can be defined include, for example, mainframe computers, servers (e.g., database, electronic mail, authentication, web, proxy, file, domain name), workstations, input/output devices (e.g., scanners, copiers, and printers), network components (e.g., firewalls, routers, gateways, voice and data switches, wireless access points, network appliances, sensors), operating systems, middleware, and applications. Security-related parameters are those parameters impacting the security state of information systems including the parameters required to satisfy other security control requirements. Security-related parameters include, for example: (i) registry settings; (ii) account, file, directory permission settings; and (iii) settings for functions, ports, protocols, services, and remote connections. Organizations establish organization-wide configuration settings and subsequently derive specific settings for information systems. The established settings become part of the systems configuration baseline.

Common secure configurations (also referred to as security configuration checklists, lockdown
and hardening guides, security reference guides, security technical implementation guides) provide recognized, standardized, and established benchmarks that stipulate secure configuration settings for specific information technology platforms/products and instructions for configuring those information system components to meet operational requirements. Common secure configurations can be developed by a variety of organizations including, for example, information technology product developers, manufacturers, vendors, consortia, academia, industry, federal agencies, and other organizations in the public and private sectors. Common secure configurations include the United States Government Configuration Baseline (USGCB) which affects the implementation of CM-6 and other controls such as AC-19 and CM-7. The Security Content Automation Protocol (SCAP) and the defined standards within the protocol (e.g., Common Configuration Enumeration) provide an effective method to uniquely identify, track, and control configuration settings. OMB establishes federal policy on configuration requirements for federal information systems. Related controls: AC-19, CM-2, CM-3, CM-7, SI-4.

References: OMB Memoranda 07-11, 07-18, 08-22; NIST Special Publications 800-70, 800-128; Web: http://nvd.nist.gov, http://checklists.nist.gov, http://www.nsa.gov.


		Mod to High		CONFIGURATION MANAGEMENT		CM-6 (1)		CONFIGURATION SETTINGS | AUTOMATED CENTRAL MANAGEMENT / APPLICATION / VERIFICATION		The organization employs automated mechanisms to centrally manage, apply, and verify configuration settings for [Assignment: organization-defined information system components].

Supplemental Guidance:  Related controls: CA-7, CM-4.


		Mod to High		CONFIGURATION MANAGEMENT		CM-8		INFORMATION SYSTEM COMPONENT INVENTORY		The organization:
 a. Develops and documents an inventory of information system components that:
   1. Accurately reflects the current information system;
   2. Includes all components within the authorization boundary of the information system;
   3. Is at the level of granularity deemed necessary for tracking and reporting; and
   4. Includes [Assignment: organization-defined information deemed necessary to achieve effective information system component accountability]; and
 b. Reviews and updates the information system component inventory [Assignment: organization-defined frequency].

Supplemental Guidance:  Organizations may choose to implement centralized information system component inventories that include components from all organizational information systems. In such situations, organizations ensure that the resulting inventories include system-specific information required for proper component accountability (e.g., information system association, information system owner). Information deemed necessary for effective accountability of information system components includes, for example, hardware inventory specifications, software license information, software version numbers, component owners, and for networked components or devices, machine names and network addresses. Inventory specifications include, for example, manufacturer, device type, model, serial number, and physical location. Related controls: CM-2, CM-6, PM-5.

References: NIST Special Publication 800-128.


		Mod to High		CONTINGENCY PLANNING		CP-2		CONTINGENCY PLAN		The organization:
 a. Develops a contingency plan for the information system that:
   1. Identifies essential missions and business functions and associated contingency requirements;
   2. Provides recovery objectives, restoration priorities, and metrics;
   3. Addresses contingency roles, responsibilities, assigned individuals with contact information;
   4. Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure;
   5. Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and
   6. Is reviewed and approved by [Assignment: organization-defined personnel or roles];
 b. Distributes copies of the contingency plan to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements];
 c. Coordinates contingency planning activities with incident handling activities;
 d. Reviews the contingency plan for the information system [Assignment: organization-defined frequency];
 e. Updates the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing;
 f. Communicates contingency plan changes to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements]; and
 g. Protects the contingency plan from unauthorized disclosure and modification.

Supplemental Guidance:  Contingency planning for information systems is part of an overall organizational program for achieving continuity of operations for mission/business functions. Contingency planning addresses both information system restoration and implementation of alternative mission/business processes when systems are compromised. The effectiveness of contingency planning is maximized by considering such planning throughout the phases of the system development life cycle. Performing contingency planning on hardware, software, and firmware development can be an effective means of achieving information system resiliency. Contingency plans reflect the degree of restoration required for organizational information systems since not all systems may need to fully recover to achieve the level of continuity of operations desired. Information system recovery objectives reflect applicable laws, Executive Orders, directives, policies, standards, regulations, and guidelines. In addition to information system availability, contingency plans also address other security-related events resulting in a reduction in mission and/or business effectiveness, such as malicious attacks compromising the confidentiality or integrity of information systems. Actions addressed in contingency plans include, for example, orderly/graceful degradation, information system shutdown, fallback to a manual mode, alternate information flows, and operating in modes reserved for when systems are under attack. By closely coordinating contingency planning with incident handling activities, organizations can ensure that the necessary contingency planning activities are in place and activated in the event of a security incident. Related controls: AC-14, CP-6, CP-7, CP-8, CP-9, CP-10, IR-4, IR-8, MP-2, MP-4, MP-5, PM-8, PM-11.

References: Federal Continuity Directive 1; NIST Special Publication 800-34.


		Mod to High		CONTINGENCY PLANNING		CP-3		CONTINGENCY TRAINING		The organization provides contingency training to information system users consistent with assigned roles and responsibilities:
 a. Within [Assignment: organization-defined time period] of assuming a contingency role or responsibility;
 b. When required by information system changes; and
 c. [Assignment: organization-defined frequency] thereafter.

Supplemental Guidance:  Contingency training provided by organizations is linked to the assigned roles and responsibilities of organizational personnel to ensure that the appropriate content and level of detail is included in such training. For example, regular users may only need to know
when and where to report for duty during contingency operations and if normal duties are affected; system administrators may require additional training on how to set up information systems at alternate processing and storage sites; and managers/senior leaders may receive more specific training on how to conduct mission-essential functions in designated off-site locations and how to establish communications with other governmental entities for purposes of coordination on
contingency-related activities. Training for contingency roles/responsibilities reflects the specific continuity requirements in the contingency plan. Related controls: AT-2, AT-3, CP-2, IR-2. 

References: Federal Continuity Directive 1; NIST Special Publications 800-16, 800-50.


		Mod to High		CONTINGENCY PLANNING		CP-4		CONTINGENCY PLAN TESTING		The organization:
 a. Tests the contingency plan for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests] to determine the effectiveness of the plan and the organizational readiness to execute the plan;
 b. Reviews the contingency plan test results; and
 c. Initiates corrective actions, if needed.

Supplemental Guidance:  Methods for testing contingency plans to determine the effectiveness of the plans and to identify potential weaknesses in the plans include, for example, walk-through and tabletop exercises, checklists, simulations (parallel, full interrupt), and comprehensive exercises. Organizations conduct testing based on the continuity requirements in contingency plans and include a determination of the effects on organizational operations, assets, and individuals arising due to contingency operations. Organizations have flexibility and discretion in the breadth, depth, and timelines of corrective actions. Related controls: CP-2, CP-3, IR-3.

References: Federal Continuity Directive 1; FIPS Publication 199; NIST Special Publications 800-34, 800-84.


		Mod to High		CONTINGENCY PLANNING		CP-6		ALTERNATE STORAGE SITE		The organization:
 a. Establishes an alternate storage site including necessary agreements to permit the storage and retrieval of information system backup information; and
 b. Ensures that the alternate storage site provides information security safeguards equivalent to that of the primary site.

Supplemental Guidance:  Alternate storage sites are sites that are geographically distinct from primary storage sites. An alternate storage site maintains duplicate copies of information and data in the event that the primary storage site is not available. Items covered by alternate storage site agreements include, for example, environmental conditions at alternate sites, access rules, physical and environmental protection requirements, and coordination of delivery/retrieval of backup
media. Alternate storage sites reflect the requirements in contingency plans so that organizations can maintain essential missions/business functions despite disruption, compromise, or failure in organizational information systems. Related controls: CP-2, CP-7, CP-9, CP-10, MP-4.

References: NIST Special Publication 800-34.


		Mod to High		CONTINGENCY PLANNING		CP-7		ALTERNATE PROCESSING SITE		The organization:
 a. Establishes an alternate processing site including necessary agreements to permit the transfer and resumption of [Assignment: organization-defined information system operations] for essential missions/business functions within [Assignment: organization-defined time period consistent with recovery time and recovery point objectives] when the primary processing capabilities are unavailable;
 b. Ensures that equipment and supplies required to transfer and resume operations are available at the alternate processing site or contracts are in place to support delivery to the site within the organization-defined time period for transfer/resumption; and 
 c. Ensures that the alternate processing site provides information security safeguards equivalent to that of the primary site.

Supplemental Guidance:  Alternate processing sites are sites that are geographically distinct from primary processing sites. An alternate processing site provides processing capability in the event that the primary processing site is not available. Items covered by alternate processing site agreements include, for example, environmental conditions at alternate sites, access rules, physical and environmental protection requirements, and coordination for the transfer/assignment of personnel. Requirements are specifically allocated to alternate processing sites that reflect the requirements in contingency plans to maintain essential missions/business functions despite disruption, compromise, or failure in organizational information systems. Related controls: CP-2, CP-6, CP-8, CP-9, CP-10, MA-6.

References: NIST Special Publication 800-34.


		Mod to High		CONTINGENCY PLANNING		CP-8		TELECOMMUNICATIONS SERVICES		The organization establishes alternate telecommunications services including necessary agreements to permit the resumption of [Assignment: organization-defined information system operations] for essential missions and business functions within [Assignment: organization- defined time period] when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.

Supplemental Guidance:  This control applies to telecommunications services (data and voice) for primary and alternate processing and storage sites. Alternate telecommunications services reflect the continuity requirements in contingency plans to maintain essential missions/business functions despite the loss of primary telecommunications services. Organizations may specify different time periods for primary/alternate sites. Alternate telecommunications services include, for example, additional organizational or commercial ground-based circuits/lines or satellites in lieu of ground- based communications. Organizations consider factors such as availability, quality of service, and access when entering into alternate telecommunications agreements. Related controls: CP-2, CP-6, CP-7.

References: NIST Special Publication 800-34; National Communications Systems Directive 3-10; Web: http://www.dhs.gov/telecommunications-service-priority-tsp.


		Mod to High		CONTINGENCY PLANNING		CP-9		INFORMATION SYSTEM BACKUP		The organization:
a. Conducts backups of user-level information contained in the information system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];
b. Conducts backups of system-level information contained in the information system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];
c. Conducts backups of information system documentation including security-related documentation [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives]; and
d. Protects the confidentiality, integrity, and availability of backup information at storage locations.

Supplemental Guidance:  System-level information includes, for example, system-state information, operating system and application software, and licenses. User-level information includes any information other than system-level information. Mechanisms employed by organizations to protect the integrity of information system backups include, for example, digital signatures and cryptographic hashes. Protection of system backup information while in transit is beyond the
scope of this control. Information system backups reflect the requirements in contingency plans as well as other organizational requirements for backing up information. Related controls: CP-2, CP-6, MP-4, MP-5, SC-13.

References: NIST Special Publication 800-34.


		Mod to High		CONTINGENCY PLANNING		CP-10		INFORMATION SYSTEM RECOVERY AND
RECONSTITUTION		The organization provides for the recovery and reconstitution of the information system to a known state after a disruption, compromise, or failure.

Supplemental Guidance:  Recovery is executing information system contingency plan activities to restore organizational missions/business functions. Reconstitution takes place following recovery and includes activities for returning organizational information systems to fully operational states. Recovery and reconstitution operations reflect mission and business priorities, recovery point/time and reconstitution objectives, and established organizational metrics consistent with contingency plan requirements. Reconstitution includes the deactivation of any interim information system capabilities that may have been needed during recovery operations. Reconstitution also includes assessments of fully restored information system capabilities, reestablishment of continuous monitoring activities, potential information system reauthorizations, and activities to prepare the systems against future disruptions, compromises, or failures. Recovery/reconstitution capabilities employed by organizations can include both automated mechanisms and manual procedures. Related controls: CA-2, CA-6, CA-7, CP-2, CP-6, CP-7, CP-9, SC-24.

References: Federal Continuity Directive 1; NIST Special Publication 800-34. 


		Mod to High		INCIDENT RESPONSE		IR-2		INCIDENT RESPONSE TRAINING		The organization provides incident response training to information system users consistent with assigned roles and responsibilities:
 a. Within [Assignment: organization-defined time period] of assuming an incident response role or responsibility;
 b. When required by information system changes; and
 c. [Assignment: organization-defined frequency] thereafter.

Supplemental Guidance:  Incident response training provided by organizations is linked to the assigned roles and responsibilities of organizational personnel to ensure the appropriate content and level of detail is included in such training. For example, regular users may only need to know who to call or how to recognize an incident on the information system; system administrators may require additional training on how to handle/remediate incidents; and incident responders may receive more specific training on forensics, reporting, system recovery, and restoration. Incident response training includes user training in the identification and reporting of suspicious activities, both from external and internal sources. Related controls: AT-3, CP-3, IR-8.

References: NIST Special Publications 800-16, 800-50.


		Mod to High		INCIDENT RESPONSE		IR-3		INCIDENT RESPONSE TESTING		The organization tests the incident response capability for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests] to determine the incident response effectiveness and documents the results.

Supplemental Guidance:  Organizations test incident response capabilities to determine the overall effectiveness of the capabilities and to identify potential weaknesses or deficiencies. Incident response testing includes, for example, the use of checklists, walk-through or tabletop exercises, simulations (parallel/full interrupt), and comprehensive exercises. Incident response testing can also include a determination of the effects on organizational operations (e.g., reduction in mission capabilities), organizational assets, and individuals due to incident response. Related controls: CP-4, IR-8.

References:  NIST Special Publications 800-84, 800-115.


		Mod to High		INCIDENT RESPONSE		IR-4		INCIDENT HANDLING		The organization:
a. Implements an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery;
b. Coordinates incident handling activities with contingency planning activities; and
c. Incorporates lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises, and implements the resulting changes accordingly.

Supplemental Guidance:  Organizations recognize that incident response capability is dependent on the capabilities of organizational information systems and the mission/business processes being supported by those systems. Therefore, organizations consider incident response as part of the definition, design, and development of mission/business processes and information systems. Incident-related information can be obtained from a variety of sources including, for example, audit monitoring, network monitoring, physical access monitoring, user/administrator reports, and reported supply chain events. Effective incident handling capability includes coordination among many organizational entities including, for example, mission/business owners, information system owners, authorizing officials, human resources offices, physical and personnel security offices, legal departments, operations personnel, procurement offices, and the risk executive (function). Related controls: AU-6, CM-6, CP-2, CP-4, IR-2, IR-3, IR-8, PE-6, SC-5, SC-7, SI-3, SI-4, SI-7.

References: Executive Order 13587; NIST Special Publication 800-61.


		Mod to High		INCIDENT RESPONSE		IR-5		INCIDENT MONITORING		The organization tracks and documents information system security incidents.

Supplemental Guidance:  Documenting information system security incidents includes, for example, maintaining records about each incident, the status of the incident, and other pertinent information necessary for forensics, evaluating incident details, trends, and handling. Incident information can be obtained from  a variety of sources including, for example, incident reports, incident response teams, audit monitoring, network monitoring, physical access monitoring, and user/administrator reports. Related controls: AU-6, IR-8, PE-6, SC-5, SC-7, SI-3, SI-4, SI-7.

References: NIST Special Publication 800-61.


		Mod to High		INCIDENT RESPONSE		IR-6		INCIDENT REPORTING		The organization:
 a. Requires personnel to report suspected security incidents to the organizational incident response capability within [Assignment: organization-defined time period]; and
 b. Reports security incident information to [Assignment: organization-defined authorities].

Supplemental Guidance:  The intent of this control is to address both specific incident reporting requirements within an organization and the formal incident reporting requirements for federal agencies and their subordinate organizations. Suspected security incidents include, for example, the receipt of suspicious email communications that can potentially contain malicious code. The types of security incidents reported, the content and timeliness of the reports, and the designated reporting authorities reflect applicable federal laws, Executive Orders, directives, regulations, policies, standards, and guidance. Current federal policy requires that all federal agencies (unless specifically exempted from such requirements) report security incidents to the United States Computer Emergency Readiness Team (US-CERT) within specified time frames designated in the US-CERT Concept of Operations for Federal Cyber Security Incident Handling. Related controls: IR-4, IR-5, IR-8.

References: NIST Special Publication 800-61; Web: http://www.us-cert.gov.


		Mod to High		INCIDENT RESPONSE		IR-7		INCIDENT RESPONSE ASSISTANCE		The organization provides an incident response support resource, integral to the organizational incident response capability that offers advice and assistance to users of the information system for the handling and reporting of security incidents.

Supplemental Guidance:  Incident response support resources provided by organizations include, for example, help desks, assistance groups, and access to forensics services, when required. Related controls: AT-2, IR-4, IR-6, IR-8, SA-9.


		Mod to High		INCIDENT RESPONSE		IR-8		INCIDENT RESPONSE PLAN		The organization:
 a. Develops an incident response plan that:
   1. Provides the organization with a roadmap for implementing its incident response capability;
   2. Describes the structure and organization of the incident response capability;
   3. Provides a high-level approach for how the incident response capability fits into the overall organization;
   4. Meets the unique requirements of the organization, which relate to mission, size, structure, and functions;
   5. Defines reportable incidents;
   6. Provides metrics for measuring the incident response capability within the organization;
   7. Defines the resources and management support needed to effectively maintain and mature an incident response capability; and
   8. Is reviewed and approved by [Assignment: organization-defined personnel or roles];
 b. Distributes copies of the incident response plan to [Assignment: organization-defined incident response personnel (identified by name and/or by role) and organizational elements];
 c. Reviews the incident response plan [Assignment: organization-defined frequency];
 d. Updates the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing;
  e. Communicates incident response plan changes to [Assignment: organization-defined incident response personnel (identified by name and/or by role) and organizational elements]; and
f. Protects the incident response plan from unauthorized disclosure and modification.

Supplemental Guidance:  It is important that organizations develop and implement a coordinated approach to incident response. Organizational missions, business functions, strategies, goals, and objectives for incident response help to determine the structure of incident response capabilities. As part of a comprehensive incident response capability, organizations consider the coordination and sharing of information with external organizations, including, for example, external service providers and organizations involved in the supply chain for organizational information systems. Related controls: MP-2, MP-4, MP-5.

Control Enhancements:  None.

References:  NIST Special Publication 800-61.


		Mod to High		MAINTENANCE		MA-2		CONTROLLED MAINTENANCE		The organization:
 a. Schedules, performs, documents, and reviews records of maintenance and repairs on information system components in accordance with manufacturer or vendor specifications and/or organizational requirements;
 b. Approves and monitors all maintenance activities, whether performed on site or remotely and whether the equipment is serviced on site or removed to another location;
 c. Requires that [Assignment: organization-defined personnel or roles] explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs;
 d. Sanitizes equipment to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs;
 e. Checks all potentially impacted security controls to verify that the controls are still functioning properly following maintenance or repair actions; and
 f. Includes [Assignment: organization-defined maintenance-related information] in organizational maintenance records.

Supplemental Guidance:  This control addresses the information security aspects of the information system maintenance program and applies to all types of maintenance to any system component (including applications) conducted by any local or nonlocal entity (e.g., in-contract, warranty, in- house, software maintenance agreement). System maintenance also includes those components not directly associated with information processing and/or data/information retention such as scanners, copiers, and printers. Information necessary for creating effective maintenance records includes, for example: (i) date and time of maintenance; (ii) name of individuals or group performing the maintenance; (iii) name of escort, if necessary; (iv) a description of the maintenance performed; and (v) information system components/equipment removed or replaced (including identification numbers, if applicable). The level of detail included in maintenance records can be informed by
the security categories of organizational information systems. Organizations consider supply chain issues associated with replacement components for information systems. Related controls: CM-3, CM-4, MA-4, MP-6, PE-16, SA-12, SI-2.

References: None.


		Mod to High		MAINTENANCE		MA-3		MAINTENANCE TOOLS		The organization approves, controls, and monitors information system maintenance tools.

Supplemental Guidance:  This control addresses security-related issues associated with maintenance tools used specifically for diagnostic and repair actions on organizational information systems. Maintenance tools can include hardware, software, and firmware items. Maintenance tools are potential vehicles for transporting malicious code, either intentionally or unintentionally, into a facility and subsequently into organizational information systems. Maintenance tools can include, for example, hardware/software diagnostic test equipment and hardware/software packet sniffers. This control does not cover hardware/software components that may support information system maintenance, yet are a part of the system, for example, the software implementing “ping,” “ls,” “ipconfig,” or the hardware and software implementing the monitoring port of an Ethernet switch. Related controls: MA-2, MA-5, MP-6.

References: NIST Special Publication 800-88.



		Mod to High		MAINTENANCE		MA-5		MAINTENANCE PERSONNEL		The organization:
 a. Establishes a process for maintenance personnel authorization and maintains a list of authorized maintenance organizations or personnel;
 b. Ensures that non-escorted personnel performing maintenance on the information system have required access authorizations; and
 c. Designates organizational personnel with required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations.

Supplemental Guidance:  This control applies to individuals performing hardware or software maintenance on organizational information systems, while PE-2 addresses physical access for individuals whose maintenance duties place them within the physical protection perimeter of the systems (e.g., custodial staff, physical plant maintenance personnel). Technical competence of supervising individuals relates to the maintenance performed on the information systems while having required access authorizations refers to maintenance on and near the systems. Individuals not previously identified as authorized maintenance personnel, such as information technology manufacturers, vendors, systems integrators, and consultants, may require privileged access to organizational information systems, for example, when required to conduct maintenance activities with little or no notice. Based on organizational assessments of risk, organizations may issue temporary credentials to these individuals. Temporary credentials may be for one-time use or for very limited time periods. Related controls: AC-2, IA-8, MP-2, PE-2, PE-3, PE-4, RA-3.

References: None.

		Mod to High		MAINTENANCE		MA-6		TIMELY MAINTENANCE		The organization obtains maintenance support and/or spare parts for [Assignment: organization-defined information system components] within [Assignment: organization-defined time period] of failure.

Supplemental Guidance:  Organizations specify the information system components that result in increased risk to organizational operations and assets, individuals, other organizations, or the Nation when the functionality provided by those components is not operational. Organizational actions to obtain maintenance support typically include having appropriate contracts in place. Related controls: CM-8, CP-2, CP-7, SA-14, SA-15.

References: None.


		Mod to High		MEDIA PROTECTION		MP-2		MEDIA ACCESS		The organization restricts access to [Assignment: organization-defined types of digital and/or non-digital media] to [Assignment: organization-defined personnel or roles].

Supplemental Guidance:   Information system media includes both digital and non-digital media. Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for example, paper and microfilm. Restricting non-digital media access includes, for example, denying access to patient medical records in a community hospital unless the individuals seeking access to such records are authorized healthcare providers. Restricting access to digital media includes, for example, limiting access to design specifications stored on compact disks in the media library to the project leader and the individuals on the development team. Related controls: AC-3, IA-2, MP-4, PE-2, PE-3, PL-2.


		Mod to High		MEDIA PROTECTION		MP-3		MEDIA MARKING		The organization:
 a. Marks information system media indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information; and
 b. Exempts [Assignment: organization-defined types of information system media] from marking as long as the media remain within [Assignment: organization-defined controlled areas].

Supplemental Guidance:  The term security marking refers to the application/use of human-readable security attributes. The term security labeling refers to the application/use of security attributes with regard to internal data structures within information systems (see AC-16). Information system media includes both digital and non-digital media. Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for example, paper and microfilm. Security
marking is generally not required for media containing information determined by organizations to be in the public domain or to be publicly releasable. However, some organizations may require markings for public information indicating that the information is publicly releasable. Marking of information system media reflects applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance. Related controls: AC-16, PL-2, RA-3.

Control Enhancements:  None.

References:  FIPS Publication 199.


		Mod to High		MEDIA PROTECTION		MP-4		MEDIA STORAGE		The organization:
 a. Physically controls and securely stores [Assignment: organization-defined types of digital and/or non-digital media] within [Assignment: organization-defined controlled areas]; and
 b. Protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.

Supplemental Guidance:  Information system media includes both digital and non-digital media. Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for example, paper and microfilm. Physically controlling information system media includes, for example, conducting inventories, ensuring procedures are in place to allow individuals to check out and return media to the media library, and maintaining accountability for all stored media. Secure storage includes, for example, a locked drawer, desk, or cabinet, or a controlled media library. The type of media storage is commensurate with the security category and/or classification of the information residing on the media. Controlled areas are areas for which organizations provide sufficient physical and procedural safeguards to meet the requirements established for protecting information and/or information systems. For media containing information determined by organizations to be in the public domain, to be publicly releasable, or to have limited or no adverse impact on organizations or individuals if accessed by other than authorized personnel, fewer safeguards may be needed. In these situations, physical access controls provide adequate protection. Related controls: CP-6, CP-9, MP-2, MP-7, PE-3.

References: FIPS Publication 199; NIST Special Publications 800-56, 800-57, 800-111.


		Mod to High		MEDIA PROTECTION		MP-5		MEDIA TRANSPORT		The organization:
 a. Protects and controls [Assignment: organization-defined types of information system media] during transport outside of controlled areas using [Assignment: organization-defined security safeguards];
 b. Maintains accountability for information system media during transport outside of controlled areas;
 c. Documents activities associated with the transport of information system media; and
 d. Restricts the activities associated with the transport of information system media to authorized personnel.

Supplemental Guidance:  Information system media includes both digital and non-digital media. Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for example, paper and microfilm. This control also applies to mobile devices with information
storage capability (e.g., smart phones, tablets, E-readers), that are transported outside of controlled areas. Controlled areas are areas or spaces for which organizations provide sufficient physical and/or procedural safeguards to meet the requirements established for protecting information and/or information systems.

Physical and technical safeguards for media are commensurate with the security category or classification of the information residing on the media. Safeguards to protect media during transport include, for example, locked containers and cryptography. Cryptographic mechanisms can provide confidentiality and integrity protections depending upon the mechanisms used. Activities associated with transport include the actual transport as well as those activities such as releasing media for transport and ensuring that media enters the appropriate transport processes. For the actual transport, authorized transport and courier personnel may include individuals from outside the organization (e.g., U.S. Postal Service or a commercial transport or delivery service). Maintaining accountability of media during transport includes, for example, restricting transport activities to authorized personnel, and tracking and/or obtaining explicit records of transport activities as the media moves through the transportation system to prevent and detect loss, destruction, or tampering. Organizations establish documentation requirements for activities associated with the transport of information system media in accordance with organizational assessments of risk to include the flexibility to define different record-keeping methods for the different types of media transport as part of an overall system of transport-related records. Related controls: AC-19, CP-9, MP-3, MP-4, RA-3, SC-8, SC-13, SC-28.

References: FIPS Publication 199; NIST Special Publication 800-60.


		Mod to High		MEDIA PROTECTION		MP-6		MEDIA SANITIZATION		The organization:
 a. Sanitizes [Assignment: organization-defined information system media] prior to disposal, release out of organizational control, or release for reuse using [Assignment: organization- defined sanitization techniques and procedures] in accordance with applicable federal and organizational standards and policies; and
 b. Employs sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.

Supplemental Guidance:   This control applies to all information system media, both digital and non- digital, subject to disposal or reuse, whether or not the media is considered removable. Examples include media found in scanners, copiers, printers, notebook computers, workstations, network components, and mobile devices. The sanitization process removes information from the media such that the information cannot be retrieved or reconstructed. Sanitization techniques, including clearing, purging, cryptographic erase, and destruction, prevent the disclosure of information to unauthorized individuals when such media is reused or released for disposal. Organizations determine the appropriate sanitization methods recognizing that destruction is sometimes necessary when other methods cannot be applied to media requiring sanitization. Organizations use discretion on the employment of approved sanitization techniques and procedures for media containing information deemed to be in the public domain or publicly releasable, or deemed to have no adverse impact on organizations or individuals if released for reuse or disposal. Sanitization of non-digital media includes, for example, removing a classified appendix from an otherwise unclassified document, or redacting selected sections or words from a document by obscuring the redacted sections/words in a manner equivalent in effectiveness to removing them from the document. NSA standards and policies control the sanitization process for media containing classified information. Related controls: MA-2, MA-4, RA-3, SC-4.

References: FIPS Publication 199; NIST Special Publications 800-60, 800-88; Web: http://www.nsa.gov/ia/mitigation_guidance/media_destruction_guidance/index.shtml.


		Mod to High		MEDIA PROTECTION		MP-7		MEDIA USE		The organization [Selection: restricts; prohibits] the use of [Assignment: organization- defined types of information system media] on [Assignment: organization-defined information systems or system components] using [Assignment: organization-defined security safeguards].

Supplemental Guidance:  Information system media includes both digital and non-digital media. Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for example, paper and microfilm. This control also applies to mobile devices with information storage capability (e.g., smart phones, tablets, E-readers). In contrast to MP-2, which restricts user access to media, this control restricts the use of certain types of media on information systems, for example, restricting/prohibiting the use of flash drives or external hard disk drives. Organizations can employ technical and nontechnical safeguards (e.g., policies, procedures, rules of behavior) to restrict the use of information system media. Organizations may restrict the use of portable storage devices, for example, by using physical cages on workstations to prohibit access to certain external ports, or disabling/removing the ability to insert, read or write to such devices. Organizations may also limit the use of portable storage devices to only approved devices including, for example, devices provided by the organization, devices provided by other approved organizations, and devices that are not personally owned. Finally, organizations may restrict the use of portable storage devices based on the type of device, for example, prohibiting the use of writeable, portable storage devices, and implementing this restriction by disabling or removing the capability to write to such devices. Related controls: AC-19, PL-4.

References: None.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-1		PHYSICAL AND ENVIRONMENTAL PROTECTION
POLICY AND PROCEDURES		The organization:
 a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
   1. A physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
   2. Procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls; and
 b. Reviews and updates the current:
   1. Physical and environmental protection policy [Assignment: organization-defined frequency]; and
   2. Physical and environmental protection procedures [Assignment: organization-defined frequency].

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the effective implementation of selected security controls and control enhancements in the PE family. Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, policies, standards, and guidance. Security program policies and procedures at the organization level may make the need for system-specific policies and procedures unnecessary. The policy can be included as part of the general information security policy for organizations or conversely, can be represented by multiple policies reflecting the complex nature of certain organizations. The procedures can be established for the security program in general and for particular information systems, if needed. The organizational risk management strategy is a key factor in establishing policy and procedures. Related control: PM-9.

Control Enhancements:  None.

References:  NIST Special Publications 800-12, 800-100.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-2		PHYSICAL ACCESS AUTHORIZATIONS		The organization:
 a. Develops, approves, and maintains a list of individuals with authorized access to the facility where the information system resides;
 b. Issues authorization credentials for facility access;
 c. Reviews the access list detailing authorized facility access by individuals [Assignment: organization-defined frequency]; and
 d. Removes individuals from the facility access list when access is no longer required.

Supplemental Guidance:  This control applies to organizational employees and visitors. Individuals (e.g., employees, contractors, and others) with permanent physical access authorization credentials are not considered visitors. Authorization credentials include, for example, badges, identification cards, and smart cards. Organizations determine the strength of authorization credentials needed (including level of forge-proof badges, smart cards, or identification cards) consistent with federal standards, policies, and procedures. This control only applies to areas within facilities that have not been designated as publicly accessible. Related controls: PE-3, PE-4, PS-3.

References: None



		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-3		PHYSICAL ACCESS CONTROL		The organization:
 a. Enforces physical access authorizations at [Assignment: organization-defined entry/exit points to the facility where the information system resides] by;
   1. Verifying individual access authorizations before granting access to the facility; and
   2. Controlling ingress/egress to the facility using [Selection (one or more): [Assignment: organization-defined physical access control systems/devices]; guards];
 b. Maintains physical access audit logs for [Assignment: organization-defined entry/exit points];
 c. Provides [Assignment: organization-defined security safeguards] to control access to areas within the facility officially designated as publicly accessible;
 d. Escorts visitors and monitors visitor activity [Assignment: organization-defined circumstances requiring visitor escorts and monitoring];
 e. Secures keys, combinations, and other physical access devices;
 f. Inventories [Assignment: organization-defined physical access devices] every [Assignment: organization-defined frequency]; and
 g. Changes combinations and keys [Assignment: organization-defined frequency] and/or when keys are lost, combinations are compromised, or individuals are transferred or terminated.

Supplemental Guidance:  This control applies to organizational employees and visitors. Individuals (e.g., employees, contractors, and others) with permanent physical access authorization credentials are not considered visitors. Organizations determine the types of facility guards needed including, for example, professional physical security staff or other personnel such as administrative staff or information system users. Physical access devices include, for example, keys, locks, combinations, and card readers. Safeguards for publicly accessible areas within organizational facilities include, for example, cameras, monitoring by guards, and isolating selected information systems and/or system components in secured areas. Physical access control systems comply with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance. The Federal Identity, Credential, and Access Management Program provides implementation guidance for identity, credential, and access management capabilities for physical access control systems. Organizations have flexibility in the types of audit logs employed. Audit logs can be procedural (e.g., a written log of individuals accessing the facility and when such access occurred), automated (e.g., capturing ID provided by a PIV card), or some combination thereof. Physical access points can include facility access points, interior access points to information systems and/or components requiring supplemental access controls, or both. Components of organizational information systems (e.g., workstations, terminals) may be located in areas designated as publicly accessible with organizations safeguarding access to such devices. Related controls: AU-2, AU-6, MP-2, MP-4, PE-2, PE-4, PE-5, PS-3, RA-3.

Supplemental Guidance: Related controls: CA-2, CA-7.


		High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-3 (1)		PHYSICAL ACCESS CONTROL | INFORMATION SYSTEM ACCESS		The organization enforces physical access authorizations to the information system in addition to the physical access controls for the facility at [Assignment: organization-defined physical spaces containing one or more components of the information system].

Supplemental Guidance:  This control enhancement provides additional physical security for those areas within facilities where there is a concentration of information system components (e.g., server rooms, media storage areas, data and communications centers). Related control: PS-2.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-4		ACCESS CONTROL FOR TRANSMISSION MEDIUM		The organization controls physical access to [Assignment: organization-defined information system distribution and transmission lines] within organizational facilities using [Assignment: organization-defined security safeguards].

Supplemental Guidance:  Physical security safeguards applied to information system distribution and transmission lines help to prevent accidental damage, disruption, and physical tampering. In addition, physical safeguards may be necessary to help prevent eavesdropping or in transit modification of unencrypted transmissions. Security safeguards to control physical access to system distribution and transmission lines include, for example: (i) locked wiring closets; (ii) disconnected or locked spare jacks; and/or (iii) protection of cabling by conduit or cable trays. Related controls: MP-2, MP-4, PE-2, PE-3, PE-5, SC-7, SC-8.

Control Enhancements:  None.

References:  NSTISSI No. 7003.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-5		ACCESS CONTROL FOR OUTPUT DEVICES		The organization controls physical access to information system output devices to prevent unauthorized individuals from obtaining the output.

Supplemental Guidance:  Controlling physical access to output devices includes, for example, placing output devices in locked rooms or other secured areas and allowing access to authorized individuals only, and placing output devices in locations that can be monitored by organizational personnel. Monitors, printers, copiers, scanners, facsimile machines, and audio devices are examples of information system output devices. Related controls: PE-2, PE-3, PE-4, PE-18.

References: None.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-6		MONITORING PHYSICAL ACCESS		The organization:
 a. Monitors physical access to the facility where the information system resides to detect and respond to physical security incidents;
 b. Reviews physical access logs [Assignment: organization-defined frequency] and upon occurrence of [Assignment: organization-defined events or potential indications of events]; and
 c. Coordinates results of reviews and investigations with the organizational incident response capability.

Supplemental Guidance:  Organizational incident response capabilities include investigations of and responses to detected physical security incidents. Security incidents include, for example, apparent security violations or suspicious physical access activities. Suspicious physical access activities include, for example: (i) accesses outside of normal work hours; (ii) repeated accesses to areas not normally accessed; (iii) accesses for unusual lengths of time; and (iv) out-of-sequence accesses. Related controls: CA-7, IR-4, IR-8.

References: None.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-6 (1)		MONITORING PHYSICAL ACCESS | INTRUSION ALARMS / SURVEILLANCE EQUIPMENT		The organization monitors physical intrusion alarms and surveillance equipment.


		High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-6 (4)		MONITORING PHYSICAL ACCESS | MONITORING PHYSICAL ACCESS TO INFORMATION SYSTEMS		The organization monitors physical access to the information system in addition to the physical access monitoring of the facility as [Assignment: organization-defined physical spaces containing one or more components of the information system].

Supplemental Guidance:  This control enhancement provides additional monitoring for those areas within facilities where there is a concentration of information system components (e.g., server rooms, media storage areas, communications centers). Related controls: PS-2, PS-3.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-8		VISITOR ACCESS RECORDS		The organization:
 a. Maintains visitor access records to the facility where the information system resides for [Assignment: organization-defined time period]; and
 b. Reviews visitor access records [Assignment: organization-defined frequency].

Supplemental Guidance:  Visitor access records include, for example, names and organizations of persons visiting, visitor signatures, forms of identification, dates of access, entry and departure times, purposes of visits, and names and organizations of persons visited. Visitor access records are not required for publicly accessible areas.

References: None.


		High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-8 (1)		VISITOR ACCESS RECORDS | AUTOMATED RECORDS MAINTENANCE / REVIEW		The organization employs automated mechanisms to facilitate the maintenance and review of visitor access records.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-9		POWER EQUIPMENT AND CABLING		The organization protects power equipment and power cabling for the information system from damage and destruction.

Supplemental Guidance:  Organizations determine the types of protection necessary for power equipment and cabling employed at different locations both internal and external to organizational facilities and environments of operation. This includes, for example, generators and power cabling outside of buildings, internal cabling and uninterruptable power sources within an office or data center, and power sources for self-contained entities such as vehicles and satellites. Related control: PE-4.

References: None.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-10		EMERGENCY SHUTOFF		The organization:
 a. Provides the capability of shutting off power to the information system or individual system components in emergency situations;
 b. Places emergency shutoff switches or devices in [Assignment: organization-defined location by information system or system component] to facilitate safe and easy access for personnel; and
 c. Protects emergency power shutoff capability from unauthorized activation.

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of information system resources including, for example, data centers, server rooms, and mainframe computer rooms. Related control: PE-15.

References: None.



		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-11		EMERGENCY POWER		The organization provides a short-term uninterruptible power supply to facilitate [Selection (one or more): an orderly shutdown of the information system; transition of the information system to long-term alternate power] in the event of a primary power source loss.

Supplemental Guidance:  Related controls: AT-3, CP-2, CP-7.

References: None.


		High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-11 (1)		EMERGENCY POWER | LONG-TERM ALTERNATE POWER SUPPLY - MINIMAL OPERATIONAL CAPABILITY		The organization provides a long-term alternate power supply for the information system that is capable of maintaining minimally required operational capability in the event of an extended loss of the primary power source.

Supplemental Guidance:  This control enhancement can be satisfied, for example, by the use of a secondary commercial power supply or other external power supply. Long-term alternate power supplies for the information system can be either manually or automatically activated.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-12		EMERGENCY LIGHTING		The organization employs and maintains automatic emergency lighting for the information system that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility.

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of information system resources including, for example, data centers, server rooms, and mainframe computer rooms. Related controls: CP-2, CP-7.

References: None.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-13		FIRE PROTECTION		The organization employs and maintains fire suppression and detection devices/systems for the information system that are supported by an independent energy source.

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of information system resources including, for example, data centers, server rooms, and mainframe computer rooms. Fire suppression and detection devices/systems include, for example, sprinkler systems, handheld fire extinguishers, fixed fire hoses, and smoke detectors.

References: None.


		High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-13 (1)		FIRE PROTECTION | DETECTION DEVICES / SYSTEMS		The organization employs fire detection devices/systems for the information system that activate automatically and notify [Assignment: organization-defined personnel or roles] and [Assignment: organization-defined emergency responders] in the event of a fire.

Supplemental Guidance:  Organizations can identify specific personnel, roles, and emergency responders in the event that individuals on the notification list must have appropriate access authorizations and/or clearances, for example, to obtain access to facilities where classified operations are taking place or where there are information systems containing classified information.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-13 (2)		FIRE PROTECTION | SUPPRESSION DEVICES / SYSTEMS		The organization employs fire suppression devices/systems for the information system that provide automatic notification of any activation to Assignment: organization-defined personnel or roles] and [Assignment: organization-defined emergency responders].

Supplemental Guidance:  Organizations can identify specific personnel, roles, and emergency responders in the event that individuals on the notification list must have appropriate access authorizations and/or clearances, for example, to obtain access to facilities where classified operations are taking place or where there are information systems containing classified information.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-13 (3)		FIRE PROTECTION | AUTOMATIC FIRE SUPPRESSION		The organization employs an automatic fire suppression capability for the information system when the facility is not staffed on a continuous basis.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-14		TEMPERATURE AND HUMIDITY CONTROLS		The organization:
 a. Maintains temperature and humidity levels within the facility where the information system resides at [Assignment: organization-defined acceptable levels]; and
 b. Monitors temperature and humidity levels [Assignment: organization-defined frequency].

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of information system resources, for example, data centers, server rooms, and mainframe computer rooms. Related control: AT-3.

References: None.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-14 (2)		TEMPERATURE AND HUMIDITY CONTROLS | MONITORING WITH ALARMS / NOTIFICATIONS		The organization employs temperature and humidity monitoring that provides an alarm or notification of changes potentially harmful to personnel or equipment.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-15		WATER DAMAGE PROTECTION		The organization protects the information system from damage resulting from water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of information system resources including, for example, data centers, server rooms, and mainframe computer rooms. Isolation valves can be employed in addition to or in lieu of master shutoff valves to shut off water supplies in specific areas of concern, without affecting entire organizations. Related control: AT-3.

References: None.


		High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-15 (1)		WATER DAMAGE PROTECTION | AUTOMATION SUPPORT		The organization employs automated mechanisms to detect the presence of water in the vicinity of the information system and alerts [Assignment: organization-defined personnel or roles].

Supplemental Guidance:  Automated mechanisms can include, for example, water detection sensors, alarms, and notification systems.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-16		DELIVERY AND REMOVAL		The organization authorizes, monitors, and controls [Assignment: organization-defined types of information system components] entering and exiting the facility and maintains records of those items.

Supplemental Guidance:  Effectively enforcing authorizations for entry and exit of information system components may require restricting access to delivery areas and possibly isolating the areas from the information system and media libraries. Related controls: CM-3, MA-2, MA-3, MP-5, SA-12.

References: None.


		Mod to High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-17		ALTERNATE WORK SITE		The organization:
 a. Employs [Assignment: organization-defined security controls] at alternate work sites;
 b. Assesses as feasible, the effectiveness of security controls at alternate work sites; and
 c. Provides a means for employees to communicate with information security personnel in case of security incidents or problems.

Supplemental Guidance:  Alternate work sites may include, for example, government facilities or private residences of employees. While commonly distinct from alternative processing sites, alternate work sites may provide readily available alternate locations as part of contingency operations. Organizations may define different sets of security controls for specific alternate work sites or types of sites depending on the work-related activities conducted at those sites. This control supports the contingency planning activities of organizations and the federal telework initiative. Related controls: AC-17, CP-7.

Control Enhancements:  None.

References:  NIST Special Publication 800-46.


		High		PHYSICAL AND ENVIRONMENTAL PROTECTION		PE-18		LOCATION OF INFORMATION SYSTEM COMPONENTS		The organization positions information system components within the facility to minimize potential damage from [Assignment: organization-defined physical and environmental hazards] and to minimize the opportunity for unauthorized access.

Supplemental Guidance:  Physical and environmental hazards include, for example, flooding, fire, tornados, earthquakes, hurricanes, acts of terrorism, vandalism, electromagnetic pulse, electrical interference, and other forms of incoming electromagnetic radiation. In addition, organizations consider the location of physical entry points where unauthorized individuals, while not being granted access, might nonetheless be in close proximity to information systems and therefore increase the potential for unauthorized access to organizational communications (e.g., through the use of wireless sniffers or microphones). Related controls: CP-2, PE-19, RA-3.

References: None.


		Mod to High		PLANNING		PL-2		SYSTEM SECURITY PLAN		The organization:
 a. Develops a security plan for the information system that:
   1. Is consistent with the organization’s enterprise architecture;
   2. Explicitly defines the authorization boundary for the system;
   3. Describes the operational context of the information system in terms of missions and business processes;
   4. Provides the security categorization of the information system including supporting rationale;
   5. Describes the operational environment for the information system and relationships with or connections to other information systems;
   6. Provides an overview of the security requirements for the system;
   7. Identifies any relevant overlays, if applicable;
   8. Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring and supplementation decisions; and
   9. Is reviewed and approved by the authorizing official or designated representative prior to plan implementation;
 b. Distributes copies of the security plan and communicates subsequent changes to the plan to [Assignment: organization-defined personnel or roles];
 c. Reviews the security plan for the information system [Assignment: organization-defined frequency];
 d. Updates the plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments; and
 e. Protects the security plan from unauthorized disclosure and modification.

Supplemental Guidance:  Security plans relate security requirements to a set of security controls and control enhancements. Security plans also describe, at a high level, how the security controls and control enhancements meet those security requirements, but do not provide detailed, technical descriptions of the specific design or implementation of the controls/enhancements. Security plans contain sufficient information (including the specification of parameter values for assignment and selection statements either explicitly or by reference) to enable a design and implementation that is unambiguously compliant with the intent of the plans and subsequent determinations of risk to organizational operations and assets, individuals, other organizations, and the Nation if the plan is implemented as intended. Organizations can also apply tailoring guidance to the security control baselines in Appendix D and CNSS Instruction 1253 to develop overlays for community-wide use or to address specialized requirements, technologies, or missions/environments of operation (e.g., DoD-tactical, Federal Public Key Infrastructure, or Federal Identity, Credential, and Access Management, space operations). Appendix I provides guidance on developing overlays.

Security plans need not be single documents; the plans can be a collection of various documents including documents that already exist. Effective security plans make extensive use of references to policies, procedures, and additional documents (e.g., design and implementation specifications) where more detailed information can be obtained. This reduces the documentation requirements associated with security programs and maintains security-related information in other established management/operational areas related to enterprise architecture, system development life cycle, systems engineering, and acquisition. For example, security plans do not contain detailed contingency plan or incident response plan information but instead provide explicitly or by reference, sufficient information to define what needs to be accomplished by those plans. Related controls: AC-2, AC-6, AC-14, AC-17, AC-20, CA-2, CA-3, CA-7, CM-9, CP-2, IR-8, MA-4, MA-5, MP-2, MP-4, MP-5, PL-7, PM-1, PM-7, PM-8, PM-9, PM-11, SA-5, SA-17.

References: NIST Special Publication 800-18.


		Mod to High		PERSONNEL SECURITY		PS-2		POSITION RISK DESIGNATION		The organization:
 a. Assigns a risk designation to all organizational positions;
 b. Establishes screening criteria for individuals filling those positions; and
 c. Reviews and updates position risk designations [Assignment: organization-defined frequency].

Supplemental Guidance:  Position risk designations reflect Office of Personnel Management policy and guidance. Risk designations can guide and inform the types of authorizations individuals receive when accessing organizational information and information systems. Position screening criteria include explicit information security role appointment requirements (e.g., training, security clearances). Related controls: AT-3, PL-2, PS-3.

Control Enhancements:  None.

References:  5 C.F.R. 731.106(a).


		Mod to High		PERSONNEL SECURITY		PS-3		PERSONNEL SCREENING		The organization:
 a. Screens individuals prior to authorizing access to the information system; and
 b. Rescreens individuals according to [Assignment: organization-defined conditions requiring rescreening and, where rescreening is so indicated, the frequency of such rescreening].

Supplemental Guidance:  Personnel screening and rescreening activities reflect applicable federal laws, Executive Orders, directives, regulations, policies, standards, guidance, and specific criteria established for the risk designations of assigned positions. Organizations may define different rescreening conditions and frequencies for personnel accessing information systems based on types of information processed, stored, or transmitted by the systems. Related controls: AC-2, IA-4, PE-2, PS-2.

References: 5 C.F.R. 731.106; FIPS Publications 199, 201; NIST Special Publications 800-60, 800-73, 800-76, 800-78; ICD 704.


		Mod to High		PERSONNEL SECURITY		PS-6		ACCESS AGREEMENTS		The organization:
 a. Develops and documents access agreements for organizational information systems;
 b. Reviews and updates the access agreements [Assignment: organization-defined frequency]; and
 c. Ensures that individuals requiring access to organizational information and information systems:
   1. Sign appropriate access agreements prior to being granted access; and
   2. Re-sign access agreements to maintain access to organizational information systems when access agreements have been updated or [Assignment: organization-defined frequency].

Supplemental Guidance: Access agreements include, for example, nondisclosure agreements, acceptable use agreements, rules of behavior, and conflict-of-interest agreements. Signed access agreements include an acknowledgement that individuals have read, understand, and agree to abide by the constraints associated with organizational information systems to which access is authorized. Organizations can use electronic signatures to acknowledge access agreements unless specifically prohibited by organizational policy. Related control: PL-4, PS-2, PS-3, PS-4, PS-8.

References: None.


		Mod to High		PERSONNEL SECURITY		PS-7		THIRD-PARTY PERSONNEL SECURITY		The organization:
 a. Establishes personnel security requirements including security roles and responsibilities for third-party providers;
 b. Requires third-party providers to comply with personnel security policies and procedures established by the organization;
 c. Documents personnel security requirements;
 d. Requires third-party providers to notify [Assignment: organization-defined personnel or roles] of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges within [Assignment: organization-defined time period]; and
 e. Monitors provider compliance.

Supplemental Guidance: Third-party providers include, for example, service bureaus, contractors, and other organizations providing information system development, information technology services, outsourced applications, and network and security management. Organizations explicitly include personnel security requirements in acquisition-related documents. Third-party providers may have personnel working at organizational facilities with credentials, badges, or information system privileges issued by organizations. Notifications of third-party personnel changes ensure appropriate termination of privileges and credentials. Organizations define the transfers and terminations deemed reportable by security-related characteristics that include, for example, functions, roles, and nature of credentials/privileges associated with individuals transferred or terminated. 

Related controls: PS-2, PS-3, PS-4, PS-5, PS-6, SA-9, SA-21.

Control Enhancements:  None.

References:  NIST Special Publication 800-35.


		Mod to High		RISK ASSESSMENT		RA-3		RISK ASSESSMENT		The organization:
 a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits;
 b. Documents risk assessment results in [Selection: security plan; risk assessment report; [Assignment: organization-defined document]];
 c. Reviews risk assessment results [Assignment: organization-defined frequency];
 d. Disseminates risk assessment results to [Assignment: organization-defined personnel or roles]; and
 e. Updates the risk assessment [Assignment: organization-defined frequency] or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.

Supplemental Guidance:  Clearly defined authorization boundaries are a prerequisite for effective risk assessments. Risk assessments take into account threats, vulnerabilities, likelihood, and impact to organizational operations and assets, individuals, other organizations, and the Nation based on the operation and use of information systems. Risk assessments also take into account risk from external parties (e.g., service providers, contractors operating information systems on behalf of the organization, individuals accessing organizational information systems, outsourcing
entities). In accordance with OMB policy and related E-authentication initiatives, authentication of public users accessing federal information systems may also be required to protect nonpublic or privacy-related information. As such, organizational assessments of risk also address public access to federal information systems.

Risk assessments (either formal or informal) can be conducted at all three tiers in the risk management hierarchy (i.e., organization level, mission/business process level, or information system level) and at any phase in the system development life cycle. Risk assessments can also be conducted at various steps in the Risk Management Framework, including categorization, security control selection, security control implementation, security control assessment, information
system authorization, and security control monitoring. RA-3 is noteworthy in that the control must be partially implemented prior to the implementation of other controls in order to complete the
first two steps in the Risk Management Framework. Risk assessments can play an important role in security control selection processes, particularly during the application of tailoring guidance, which includes security control supplementation. Related controls: RA-2, PM-9.

Control Enhancements: None.

References:  OMB Memorandum 04-04; NIST Special Publication 800-30, 800-39; Web:idmanagement.gov.


		Mod to High		RISK ASSESSMENT		RA-5		VULNERABILITY SCANNING		The organization:
 a. Scans for vulnerabilities in the information system and hosted applications [Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process] and when new vulnerabilities potentially affecting the system/applications are identified and reported;
 b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for:
   1. Enumerating platforms, software flaws, and improper configurations;
   2. Formatting checklists and test procedures; and
   3. Measuring vulnerability impact;
 c. Analyzes vulnerability scan reports and results from security control assessments;
 d. Remediates legitimate vulnerabilities [Assignment: organization-defined response times] in accordance with an organizational assessment of risk; and
 e. Shares information obtained from the vulnerability scanning process and security control assessments with [Assignment: organization-defined personnel or roles] to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).

Supplemental Guidance:  Security categorization of information systems guides the frequency and comprehensiveness of vulnerability scans. Organizations determine the required vulnerability scanning for all information system components, ensuring that potential sources of vulnerabilities such as networked printers, scanners, and copiers are not overlooked. Vulnerability analyses for custom software applications may require additional approaches such as static analysis, dynamic analysis, binary analysis, or a hybrid of the three approaches. Organizations can employ these analysis approaches in a variety of tools (e.g., web-based application scanners, static analysis tools, binary analyzers) and in source code reviews. Vulnerability scanning includes, for example: (i) scanning for patch levels; (ii) scanning for functions, ports, protocols, and services that should not be accessible to users or devices; and (iii) scanning for improperly configured or incorrectly operating information flow control mechanisms. Organizations consider using tools that express vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention and that use the Open Vulnerability Assessment Language (OVAL) to determine/test for the presence of vulnerabilities. Suggested sources for vulnerability information include the Common Weakness Enumeration (CWE) listing and the National Vulnerability Database (NVD). In addition, security control assessments such as red team exercises provide other sources of potential vulnerabilities for which to scan. Organizations also consider using tools that express vulnerability impact by the

Common Vulnerability Scoring System (CVSS). Related controls: CA-2, CA-7, CM-4, CM-6, RA-2, RA-3, SA-11, SI-2.

References: NIST Special Publications 800-40, 800-70, 800-115; Web: http://cwe.mitre.org, http://nvd.nist.gov.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-5		DENIAL OF SERVICE PROTECTION		The information system protects against or limits the effects of the following types of denial of service attacks: [Assignment: organization-defined types of denial of service attacks or reference to source for such information] by employing [Assignment: organization-defined security safeguards].

Supplemental Guidance:  A variety of technologies exist to limit, or in some cases, eliminate the effects of denial of service attacks. For example, boundary protection devices can filter certain types of packets to protect information system components on internal organizational networks from being directly affected by denial of service attacks. Employing increased capacity and bandwidth combined with service redundancy may also reduce the susceptibility to denial of service attacks. Related controls: SC-6, SC-7.

References: None.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-7		BOUNDARY PROTECTION		The information system:
 a. Monitors and controls communications at the external boundary of the system and at key internal boundaries within the system;
 b. Implements subnetworks for publicly accessible system components that are [Selection: physically; logically] separated from internal organizational networks; and
 c. Connects to external networks or information systems only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizational security architecture.

Supplemental Guidance:  Managed interfaces include, for example, gateways, routers, firewalls, guards, network-based malicious code analysis and virtualization systems, or encrypted tunnels implemented within a security architecture (e.g., routers protecting firewalls or application gateways residing on protected subnetworks). Subnetworks that are physically or logically separated from internal networks are referred to as demilitarized zones or DMZs. Restricting or prohibiting interfaces within organizational information systems includes, for example, restricting external web traffic to designated web servers within managed interfaces and prohibiting external traffic that appears to be spoofing internal addresses. Organizations consider the shared nature of commercial telecommunications services in the implementation of security controls associated with the use of such services. Commercial telecommunications services are commonly based on network components and consolidated management systems shared by all attached commercial customers, and may also include third party-provided access lines and other service elements. Such transmission services may represent sources of increased risk despite contract security provisions. Related controls: AC-4, AC-17, CA-3, CM-7, CP-8, IR-4, RA-3, SC-5, SC-13.

References: FIPS Publication 199; NIST Special Publications 800-41, 800-77.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-20		SECURE NAME /ADDRESS RESOLUTION SERVICE
(AUTHORITATIVE SOURCE)		The information system:
 a. Provides additional data origin and integrity artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries; and
 b. Provides the means to indicate the security status of child zones and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.
 
Supplemental Guidance:  This control enables external clients including, for example, remote Internet clients, to obtain origin authentication and integrity verification assurances for the host/service name to network address resolution information obtained through the service. Information systems that provide name and address resolution services include, for example, domain name system (DNS) servers. Additional artifacts include, for example, DNS Security (DNSSEC) digital signatures and cryptographic keys. DNS resource records are examples of authoritative data. The means to indicate the security status of child zones includes, for example, the use of delegation signer resource records in the DNS. The DNS security controls reflect (and are referenced from) OMB Memorandum 08-23. Information systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to assure the authenticity and integrity of response data. Related controls: AU-10, SC-8, SC-12, SC-13, SC-21, SC-22.    

References: OMB Memorandum 08-23; NIST Special Publication 800-81.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-21		SECURE NAME /ADDRESS RESOLUTION SERVICE
(RECURSIVE OR CACHING RESOLVER)		The information system requests and performs data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources.

Supplemental Guidance:  Each client of name resolution services either performs this validation on its own, or has authenticated channels to trusted validation providers. Information systems that provide name and address resolution services for local clients include, for example, recursive resolving or caching domain name system (DNS) servers. DNS client resolvers either perform validation of DNSSEC signatures, or clients use authenticated channels to recursive resolvers that perform such validations. Information systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to enable clients to verify the authenticity and integrity of response data. Related controls: SC-20, SC-22.

References: NIST Special Publication 800-81.


		Mod to High		SYSTEM AND COMMUNICATIONS PROTECTION		SC-22		ARCHITECTURE AND PROVISIONING FOR
NAME/ADDRESS RESOLUTION SERVICE		The information systems that collectively provide name/address resolution service for an organization are fault-tolerant and implement internal/external role separation.
 
Supplemental Guidance:  Information systems that provide name and address resolution services include, for example, domain name system (DNS) servers. To eliminate single points of failure and to enhance redundancy, organizations employ at least two authoritative domain name system servers, one configured as the primary server and the other configured as the secondary server. Additionally, organizations typically deploy the servers in two geographically separated network subnetworks (i.e., not located in the same physical facility). For role separation, DNS servers with internal roles only process name and address resolution requests from within organizations (i.e., from internal clients). DNS servers with external roles only process name and address resolution information requests from clients external to organizations (i.e., on external networks including
the Internet). Organizations specify clients that can access authoritative DNS servers in particular roles (e.g., by address ranges, explicit lists). Related controls: SC-2, SC-20, SC-21, SC-24.

Control Enhancements:  None.

References:  NIST Special Publication 800-81.
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